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Introduction

INTRODUCTION

The materials of the practical part of the study course PC3
“Dependability and Security of 10T”, developed in the framework of the
ERASMUS+ ALIOT project “Internet of Things: Emerging Curriculum
for Industry and Human Applications” (573818-EPP-1-2016-1-UK-
EPPKA2-CBHE-JP).

The structure of work on verification of residual knowledge in the
discipline, the corresponding practical material, examples of tasks and
criteria of evaluation are given. In the learning process, the theoretical
aspects of dependability and security of loT-based systems are
presented. The basic concepts and approaches to development and
implementation of dependable, safe and secure 10T systems, models and
methods for dependability and security assurance and assessment of 10T-
based systems are examined.

The module PCM3.1 “Dependability and security models of 1oT”
includes 1 seminars and 2 laboratory works.

The seminar is dedicated to hardware-software products certified
against functional safety requirements.

The first laboratory work is aimed on assessment of safety
indicators.

The second laboratory work covers analysis of IoT threats and
attacks scenarios.

The module PCM3.2 “Safety and security management of loT”
contains 1 seminar and 2 laboratory works.

The first laboratory work introduces development of safety and
security management plan for 10T systems.

The second laboratory work covers development of loT safety and
security life cycle.

The seminar is dedicated to study of 10T verification and validation
methods.

The module PCM3.3 “Assurance Case for 10T” contains 1 seminar
and 2 laboratory works.

The first laboratory work introduces software tools for loT

! The European Commission's support for the production of this publication does not
constitute an endorsement of the contents, which reflect the views only of the authors,
and the Commission cannot be held responsible for any use which may be made of the
information contained therein.

4



Introduction

assurance case development.

The second laboratory work provides safety and security techniques
and measures for 10T systems.

The seminar is about green (energy efficient) assurance case
for loT.

The module PCM3.4 “Security of loT Based Blockchain
Technology” contains 1 seminar and 2 laboratory works.

The first laboratory work introduces generation and research ofHash
Function for Blockchain Technology safety and security techniques and
measures for 10T systems.

The seminar is about consensus algorithms in 10T systems,

The second laboratory work covers blockchain-based protection of
video files integrity.

Practicum is prepared by Professor, DrS. Sklyar V.V. (Computer
Systems, Networks and Cybersecurity Department, National Aerospace
University “KhAI), DrS. Yatskiv V.V. (Cybersecurity Department,
Ternopil National Economic University), and Associated Professor, Dr.
Yatskiv N.G. (Cybersecurity Department, Ternopil National Economic
University).

The authors are grateful to the reviewers, project colleagues, staff of
the departments of academic universities, industrial partners for valuable
information, methodological assistance and constructive suggestions that
were made during the course program discussion and assistance
materials.



PCM3.1. Dependability and security models of 10T

PCM3.1. Dependability and security models of 10T
Prof., DrS. V. V. Sklyar (KhAI)

Seminar 24.1

STUDY OF HARDWARE-SOFTWARE PRODUCTS CERTIFIED
AGAINST FUNCTIONAL SAFETY REQUIREMENTS

The purpose and tasks of the seminar: acquisition of knowledge
and practical skills on the work with technical description of safety and
security critical programmable components.

Training tasks:
— study of products data sheets;
— study of products safety assessment reports.

Practical tasks:
— conducting analysis of safety critical functions and parameters;
— conducting analysis of security critical functions and parameters.

Preparation for the seminar
Preparation for the seminar includes the following steps.
1) Obtaining (defining) the topic of the paper.
Themes of the paper may be formulated by students independently
based on technical descriptions of the following products:
. Vector Informatik GmbH MICROSAR SafeRTE.
. SEC RTMSafety.
. National Instruments 9350 C-Series Logic Module.
. RadICS Controller.
. Emerson Rosemount 3051 Pressure Transmitter.
. General Electric RA Hydraulic Actuator.
. Honeywell Safety Control Controller.
2) Search for information on the paper of the abstract and its
preliminary analysis.
3) Development of the paper plan and presentation.
The plan of a typical paper includes:
— purpose and main tasks;

~NOoO Ok~ WN B



PCM3.1. Dependability and security models of 10T

— analysis of the issue;

— the main part (the principle of the algorithm, modeling, research

results, advantages and disadvantages of the algorithm, examples

of application);

— conclusions;

— list of references;

— applications.

4) Writing the paper.

The paper should be 15-20 pages of A4 format (font 14.1,5 in.,
Field 2 cm), including title page, content, main text, references,
applications.

An obligatory appendix to the paper is presentation slides.

5) Preparation of the presentation.

The presentation should be done in PowerPoint and corresponds to
the paper plan (8-10 slides for 10 minute talk).

The presentation should include the following slides:

— title slide (university, department, discipline, topic of the report,

author, date of presentation);

— content (structure) of the report;

— relevance of the considered issues, the purpose and tasks of the

report;

— slides with the disclosure of the main content;

— conclusions;

— references.

The content of the slides should not contain parts of the text from
the paper, but includes the keywords, figures, and formulas.

The presentation

The presentation (report) is carried out at the seminar, it takes 15
minutes and includes the report (10 minutes) and discussion (5 minutes).
Languages of presentations and papers are Ukrainian or English.

Evaluation

Assessment of this work includes:

— the quality of the text of the paper (form and content),

— presentation quality (content and design);

— the quality of the report (content, logical structure, conclusions);
— distribution of time by sections;

7
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— completeness and correctness of answers.

Questions

1. What types of risks arise in 10T systems, and what is the nature
of each of these risks?

2. How are dependability, safety and security interrelated?

3. What are the challenges in terms of safety and security those
are created by the rapid increase in the number of devices connected to
the Internet?

4. What are the groups of requirements for safety and security?

5. How do safety attributes constitute a common system with
attributes of security and dependability?

6. What is the difference between reliability, dependability,
availability and safety?

7. What is risk?

8. How can risk be assessed qualitatively and quantitatively?

References

1. Rausand M. Reliability of safety—critical systems : theory and
application. — John Wiley & Sons, Inc., Hoboken, New Jersey, USA,
2014.

2. Avizienis, A., Laprie, J.-C., Randell, B. and Landwehr, C.
Basic Concepts and Taxonomy of Dependable and Secure Computing.
IEEE Transactions on Dependable and Secure Computing (2004), 1(1):
11-33.

3. Leveson N. Engineering a Safer World: Systems Thinking
Applied to Safety. — The MIT Press, 2011.
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Laboratory work 24.2
ASSESSMENT OF SAFETY INDICATORS

Goal and objectives: The purpose of the laboratory work is to
study and research dependability indicators of 10T systems.

Learning objectives:

— study the properties of safety indicators;

— study different functions and algorithms of self-diagnostics.

Practical tasks:

— develop Reliability Block Diagram (RBD);

— calculate safety indicators;

—implement Failure Mode, Effect and Criticality Analysis

(FMECA).

Reliability Block Diagram

RBD is diagrammatic method demonstrated how components
reliability contributes to failure modes of complex sistems.

The typical Industrial 10T system includes (Fig. 2.1):

— power supply components;

— field equipment (sensors and actuators);

— programmable logic controllers, including input and output
modules and control modules;

—network equipment, servers, and human-machine interface
components.

Redundant architectures with “2-out-0f-3" and “2-out-of-4” voting
logic are also used in Industrial 10T systems important for safety and
security.

In this laboratory work we will focus our research on the main
control chain such as “sensor — input module — logic module — output
module — actuator”. It should be taking into account during practical task
performance and in the report.
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ic» Power Input Logic Output

—
Supply 1 ev Module 1 Module 1 Module 1 Al

DC| Power | @A Input Logic Output

Supply 2 Module 2 Module 2 Module 2 A2

Local Network Network 1

Router 1

Network 2

Local Network
Router 2

User Terminal 1
(User Application)
Cloud Data Cloud Data
Center 1 Center 2

User Terminal 2
(User Application)

Fig. 2.1 — Redundant Industrial 10T system

Self-diagnostics

Self-diagnostics of digital devices (input module, logic module,
output module) can be described as on Fig. 2.2. Along with the main
algorithms of digital control, in parallel, the system implements the
processing of diagnostic data and watchdog functions. All these three
processes are performed independently of each other, and independent
clock sources, different chips, etc. can be used.

Watchdog monitors the simplest response (heart bit) from the
chips that perform data processing, and when a problem is detected (the
response is stopped), it turns off the power and puts the system into a
safe state. In addition, the watchdog timer can monitor the power level
and produce a similar shutdown command if there is a dangerous power
deviation from the specified level. Safe state for safety systems, as a rule,
consists in removing power from the output analogue and discrete
outputs. If necessary, the safety system can supply power to the
actuators, but then the output requires additional signal converters.
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CLOCK 1 Control Logic L_

L Processing Safe State
’ X o Actuation
Heart.ﬂe?fl fFuw: | System
Signa Contro Dutpyts
N 2
CLOCK 2 « Watch Dog Timer OR — <
[ | - - _-f.
Heart EeatI Power
Sig Control
|r?r|.-| + CnLro SEIE State
CLOCK 3 N Diagnostics Data Actuation
M Pracessing

Fig. 2.2 — Self-diagnostics of loT

Dependability indicators

The basic concept of functional safety assessment is dividing a
common failure rate A (let us begin with the exponential distribution
with a constant failure rate) into dangerous and safe failures as well as
into detected and undetected failures. This is a main difference of
functional safety from reliability. From this point of view we have four
failures sets:

— Safe Detected failures with a failure rate ASd — failures which
put the equipment under control (EUC) to a safe state and are discovered
by self-diagnostics;

— Safe Undetected failures with a failure rate ASu — failures which
put the EUC to the a state and are not discovered by self-diagnostics;

— Dangerous Detected failures with a failure rate ADd — failures
which put the EUC to a potentially dangerous state and are discovered by
self-diagnostics;

— Dangerous Undetected failures with a failure rate ADu — failures
which put the EUC to a potentially dangerous state and are not
discovered by self-diagnostics.

The most important safety indicators are the following:

— Safe Failure Fraction (SFF) in accordance with IEC 61508 is
SFF = (AS +ADd) / A;

— Diagnostic Coverage (DC) for dangerous failures in accordance
with IEC 61508 is DCp = ADd / AD;

— Proof Test Coverage (PTC) should be calculated from the total

11


https://1.bp.blogspot.com/-HLrLKsnNS9I/WQmF8KdbdZI/AAAAAAAABV0/XWwnWU3zN-ckK7TWKqYM07ey-x3JBffBACEw/s1600/Fig7.7_Functional_Safety_Sklyar.png

PCM3.1. Dependability and security models of 10T

failure rates for the using the formula PTC = 1 — ADuaPT / ADu, where
ADuaPT is ADu after Proof Test.

Failure Mode, Effect and Criticality Analysis

FMECA differs from other methods of dependability and safety
analysis in that it puts together all the tasks of calculating safety
indicators. The standard IEC 60812:2006 “Analysis techniques for
system reliability — Procedure for failure mode and effects analysis
(FMEA)” has been developed is to describe this method.

At the initial stages of the FMECA application, it is recommended
to apply a hierarchical decomposition of the system, for example, using
Reliability Block Diagrams (RBD).

Different levels of details may be applied during FMECA. Usually
for safety systems, the analysis takes into account all electronic
components, such as resistors, capacitors, diodes, etc.

FMECA is performed for the identified safety and security
functions from the point of view of the software and hardware involved
in the execution of the function. For these functions, the states of
dangerous failures have to be defined and described. The results of the
analysis are recorded in the form of FMECA tables.

Report

The report should contain: title page with the name of the
laboratory work; aim of the work; problem statement according to the
task; the progress and results of the study in graphical form; analysis of
the results and conclusions.

Tasks

1. Choice you task variant (Table 2.1).

2. Develop functional diagram of the investigated system:

— analysis of the structure and functions of the system;

—division of the system into its parts and elements, based on the
influence of element failures on system failures and the level of detail.

3. Develop RBD of the investigated system:

— drawing and analysis of RBDs for system decomposition.

4. Analyze self-diagnostics functions of the investigated system:

— determination of methods for detection and compensation of
failures; for this self-diagnostic approach is analysed, both for hardware
and software, as well as the diagnostic coverage.

12
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5. Perform FMECA of the investigated system:

— determination of types of failures and operating modes of the
system;

— determination of the effects of failures and their criticality;

— determination of root causes of failures.

6. Define dependability indicators of the investigated system

— determination of failures rate;

— calculation and analysis of dependability and security indicators;
bottom-up analysis has to be performed, i.e. elements are assembled in
units, parts and the system as a whole; the obtained indicators are
compared with the specified requirements.

Table 2.1 — Task variants

# Device Failure rate Redun
type dancy
1 |loT MM = 10 1/hour (Input Module) loo2

platform1 | ALM = 10" 1/hour (Logic Module)
AOM = 5.10° 1/hour (Output Module)

2 |loT AIM =10 1/hour 2003
platform1 | ALM =105 1/hour
AOM =5.10¢ 1/hour

3 |loT AIM = 10 1/hour 2004
platform1 | ALM =10° 1/hour
AOM =5.10° 1/hour

4 |loT AIM =5.10% 1/hour 1002
platform2 | ALM = 2-105 1/hour
AOM = 10 1/hour

5 |loT AIM =5.10 1/hour 2003
platform2 | ALM =2-105 1/hour
AOM = 10"° 1/hour

6 |[loT AIM = 5.10% 1/hour 2004
platform2 | ALM = 2.105 1/hour
AOM = 10 1/hour

13
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# Device Failure rate Redun
type dancy

loT
platform
N

Questions

1. What are the main indicators of dependability and formulas for
their calculations?

2. What are the main indicators of safety and formulas for their
calculations?

3. Why is it necessary to analyze simultaneously indicators of
dependability, safety and security?

4. How is the method of Reliability Block Diagrams applied?

5. How is the method of Failure Mode, Effect and Criticality
Analysis (FMECA) applied?

References

1. Rausand M. Reliability of safety—critical systems : theory and
application. — John Wiley & Sons, Inc., Hoboken, New Jersey, USA,
2014.

2. Avizienis, A., Laprie, J.-C., Randell, B. and Landwehr, C. Basic
Concepts and Taxonomy of Dependable and Secure Computing. IEEE
Transactions on Dependable and Secure Computing (2004), 1(1): 11-33.

3. IEC 61508:2010 “Functional safety of electrical/ electronic/
programmable electronic safety-related systems”.

4. IEC 60812:2006 “Analysis techniques for system reliability —
Procedure for failure mode and effects analysis (FMEA)”.
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Laboratory work 24.3
ANALYSIS OF I0OT ATTACKS SCENARIOS

Goal and objectives: The purpose of the laboratory work is to
study and research possible 10T attacks scenarios.

Learning objectives:

— study the loT threats;

— study different cyber attacks impacts to IoT systems.

Practical tasks:

— define vulnerable components of 10T systems;

— consider attack scenarios;

— define attack impact and related threats.

0T systems threats

The rout causes of loT threats are grouped in 8 categories
including the following:

— Nefarious activity / Abuse;

— Eavesdropping / Interception / Hijacking;

— Physical attack;

— Unintentional damages (accidental);

— Failures / Malfunctions;

— Outages;

— Legal,;

— Disaster.

A Kkill chain

A kill chain is a systematic process to target and engage an
adversary to create desired effects. This is an integrated, end-to-end
process described as a “chain” because any decency will interrupt the
entire process. With respect to computer network attack or computer
network espionage, the definitions for these kill chain phases are as
follows:

1. Reconnaissance — Research, identification and selection of
targets, often represented as crawling Internet websites such as
conference proceedings and mailing lists for email addresses, social
relationships, or information on specific technologies.

15
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2. Weaponization — Coupling a remote access trojan with an
exploit into a deliverable payload, typically by means of an automated
tool (weaponizer). Increasingly, client application data files such as
Adobe Portable Document Format (PDF) or Microsoft Office documents
serve as the weaponized deliverable.

3. Delivery — Transmission of the weapon to the targeted
environment. The three most prevalent delivery vectors for weaponized
payloads by advanced persistent treats actors, as observed by the
Lockheed Martin Computer Incident Response Team (LM-CIRT) for the
years 2004-2010, are email attachments, websites, and USB removable
media.

4. Exploitation — After the weapon is delivered to victim host,
exploitation triggers intruders' code. Most often, exploitation targets an
application or operating system vulnerability, but it could also more
simply exploit the users themselves or leverage an operating system
feature that auto-executes code.

5. Installation — Installation of a remote access trojan or backdoor
on the victim system allows the adversary to maintain persistence inside
the environment.

6. Command and Control (C&C) — Typically, compromised hosts
must beacon outbound to an Internet controller server to establish a C&C
channel. Advanced malware especially requires manual interaction rather
than conduct activity automatically. Once the C&C channel establishes,
intruders have ‘“hands on the keyboard” access inside the target
environment.

7. Actions on Objectives — Only now, after progressing through
the first six phases, can intruders take actions to achieve their original
objectives. Typically, this objective is data exfiltration which involves
collecting, encrypting and extracting information from the victim
environment; violations of data integrity or availability are potential
objectives as well. Alternatively, the intruders may only desire access to
the initial victim box for use as a hop point to compromise additional
systems and move laterally inside the network.

Attack modeling

An attack modeling is based on the kill chain details consideration
for some specific scenario. Consider, for example command injection
case targeted to organize a botnet network. This attack scenario is based
on the Mirai botnet, which has conducted several of the most forceful

16
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DDoS attacks in recent history, and has proven capable of attacking
varied kinds of targets. Therefore, with potential targets such as a
hazardous energy infrastructure, the impact of a Mirai’s attack can reach
extremely critical levels.

This attack entails the exploitation of some vulnerability inside a
device to inject commands and obtain administrator privileges, with the
purpose of creating a botnet made up of those vulnerable loT devices. A
botnet is a network of automatic devices that interact to accomplish some
distributed task. Due to the characteristic interconnection of loT devices
and their poor configuration, carrying out such an attack is simple. There
are the following attack steps (these steps can also be represented in a
view of a diagram):

1. The attacker scans open ports in devices belonging to an loT
network.

2. If there are any open ports, the attacker tries to gain access to
the device using weaknesses such as weak or default passwords, or
through exploiting the test/debug modes.

3. Once inside, the attacker injects commands in order to obtain
administrator privileges.

4. With these permissions, the attacker tries to connect the device
to the Command and Control of the botnet.

5. The attacker downloads and executes a malicious script,

6. The script deletes itself and runs in-memory.

7. Then, it will begin to spread, attacking other vulnerable devices
in the same way, in order to gather an IoT device army, conscripting
them into a botnet.

8. The attacker can now control the botnet from a Command and
Control (C&C) centre, from where he or she will launch distributed
attacks conducted by the botnet.

Report

The report should contain: title page with the name of the
laboratory work; aim of the work; problem statement according to the
task; the progress and results of the study in graphical form; analysis of
the results and conclusions.

Tasks
1. Choice you task variant (Table 3.1).
2. Analyze impact of the attack.
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3. Analyze related treats of the attack.
4. Describe attack steps in accordance with a kill chain concept.
5. Design a diagram representing the attack scenario.

Table 3.1 — Task variants

# Attack type

1 | Adgainst the network link between controller and actuator

2 | Against sensors, modifying the values read by them or their
threshold values and settings

3 | Against actuators, modifying or sabotaging their normal settings

4 | Against the information transmitted via the network

5 | Against gateways

6 | Manipulation of remote controller devices (e.g. operating panels,
smartphones)

7 | Against the Safety Instrumented Systems (SIS)

8 | Attack using malware

9 | DDoS attack using loT botnets

10 | Stepping stones attacks (e.g. against the Cloud)

11 | Human error-based and social engineering attacks

12 | Highly personalised attacks using Artificial Intelligence
Technologies

13 | Against the administration systems of 10T

14 | Exploit Protocol vulnerabilities

15 | Against devices by injecting commands into the system console

16 | Power source manipulation and exploitation of vulnerabilities in
data readings

17 | Ransomware

Questions

1. What are the main threats of loT systems?

2. Which security measures are recommended to be implemented
for 10T systems?

3. What are the most serious cyber-attacks of loT systems?

4. How threats and attacks can be modeled for IoT systems?
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PCMa3.2. Safety and security management of 10T
Prof., DrS. V. V. Sklyar (KhALI)

Laboratory work 25.1

DEVELOPMENT OF 10T SAFETY AND SECURITY
MANAGEMENT PLAN

Goal and objectives: The purpose of the laboratory work is to
study and research structure and content of the Safety and Security
Management Plan (SSMP) for 10T systems.

Learning objectives:

— study regulatory requirements to the SSMP;

— study the structure of the SSMP.

Practical tasks:

—develop parts of the SSMP in accordance with management
directions.

Safety and Security Management Plan

The umbrella part of requirement requirements to safety and
security is related with safety and security management. The SSMP is
the document, which states the main safety and security issues for
specific 10T system or systems development and operation project. The
SSMP covers a set of processes which can be developed in a view of
separated document. There are the following safety and security
processes which have to be reflected in the SSMP:

— Human Resource Management;

— Configuration Management;

— Tools Selection and Evaluation;

— Verification and Validation;

— Requirements Tracing;

— Documentation Management;

— Safety and Security Assessment.

Also SSMP has to cover the following issues (see Fig. 1.1):

— Project Policy and Strategy is a declarative description of how
and why the goals of the project will be achieved,
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Fig. 1.1 — Structure of the Safety and Security Management Plan (SSMP)

—Project Management is reasonable applicable to project
performance since, for example, the IEC 61508-2 (Annex B) requires
applying this method to protect the product against systematic failures;

— Quality Management System it important to implement quality
for all products and processes; special attention is paid to interaction
with suppliers of products and services that affect safety and security;

— Information Security Management System (ISMS) has to cover
activities in accordance with requirements of ISO/IEC 27000
“Information technology — Security techniques — Information security
management systems” or any other relevant ISMS framework;

— Safety & Security Life Cycle has to be described in SSMP stage
by stage.

All the above activities cover both safety and security issues.
Additionally ISMS has to cover activities like the following: asset
management, identification and authentication, access control, system
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perimeter protection, work stations, servers, and other devices protection,
network and communications protection, cloud infrastructure protection,
database protection, cryptography, monitoring and recovery, incidents
response and investigation. All appropriate measures and activities have
to be implemented for the considered 10T system.

Report

The report should contain: title page with the name of the
laboratory work; aim of the work; problem statement according to the
task; the progress and results of the study in graphical form; analysis of
the results and conclusions.

Tasks

1. Choice you task variant (Table 1.1).

2. Develop a structure of the SSMP.

3. Develop general sections of the SSMP which are related with
policy, strategy, and project management.

4. Depending on task variant, develop sections of the SSMP which
are related to:

4.1 Human Resource Management:

— Organizational chart of the project with a description of project
roles;

— A list of project participants indicating project roles and
responsibilities for planning and performing work at various stages of
the life cycle;

— The competence matrix and the conclusions on the adequacy or
lack of competencies of the appointed performers, i.e. what knowledge
and skills are required for a particular project role and to what extent a
particular employee corresponds to them;

— Personnel training activities aimed at achieving and maintaining
the above mentioned competences that are critical for the
implementation of the project; training plans and reports should be
documented;

— Communication plan for the project participants;

—A list of the signatures of personnel, indicating the
familiarization with this plan.

4.2. Configuration Management:

—The roles and responsibilities of project participants in the
configuration management process; the Configuration Management &
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Change Control Board of the key project participants should be
organized with all those, whose opinions are important to consider when
making changes;

—An approach to planning and maintaining the configuration
management process;

— Resources of the configuration management process, first of all,
the applied tools of electronic document management (SVN, Git, etc.);

— The procedure for the identification of the configuration items
and the formation of baselines (basic versions);

—The procedure for applying tools to control the versions of
software and hardware components of the product and to account for
their status;

—The procedure for accessing configuration components and
backup storage;

— The procedure and periodicity for configuration audits;

— The procedure for analyzing and eliminating the detected defects
and bugs including those found during operation;

— The procedure for change control, including impact analysis and
validation of changes.

4.3. Tools Selection and Evaluation:

— A description of the used stack of tools (both software and
hardware, both commercially available and in-house) used for product
development, testing, and supporting processes (configuration
management, documents processing, project management, etc. .) for each
of the tools you should specify: type (to support which process is used),
name, version number, supplier name, class (T1, T2 or T3), as well as
generated outputs in terms of Configuration Items;

— Results of evaluation (analysis) of tools according to a set of
predetermined criteria, such as, for example: the functions performed
and their applicability in this project, experience of use, available
documentation, information about the supplier (market reputation,
quality management system, approach to configuration management and
etc.), the impact on the safety of the product, the errors found and
eliminated, the possible risks of use in terms of failures and the strategy
for managing these risks, the availability of compatible products on the
market programmable chips (for software development and electronic
projects);

— The results of the analysis for compliance with the requirements
for the tools specified in IEC 61508-3.
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4.4. Documentation Management:

—Requirements to identification, development, execution,
coordination and approval of documents;

— Review procedures and criteria for evaluating documents (for
example, in the form of checklists);

— A list of project documents and allocation of responsibility for
the development, review and approval;

— The procedure for access to documents and access rights of
project participants;

—The procedure for making changes to documents, accounting
policy and version changes;

—Requirements to use of electronic document management
system;

— A structure of the project repository.

4.5. Safety and Security Assessment:

— Periodicity of audits (for example, at the completion of each of
the development stages);

— Areas of assessment in terms of the structure of products and
processes;

— Involved participants, organizations and other required resources
(temporary, financial, required tools, etc.);

— The level of independence of auditors; as noted above, audits can
be internal and external; in general, the issue of independence in
evaluating safety has its traditions in various industries and countries;

— Competencies of the employers performing the audit;

— Expected results;

— Corrective actions performance;

— An approach to document audit results and requirements for the
content of audit report, which shall be issued based on the results of
audits;

— Checklists, including a specific set of requirements (issues),
compliance with which should be evaluated during the audit; the initial
data for compiling an audit checklist are the requirements of SSMP and
other plans related to ensuring of safety and security.
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Table 1.1 — Task variants

# Product name Process name

1 | loT platform 1 Human Resource Management

2 | loT platform 1 Configuration Management

3 loT platform 1 Tools Selection and Evaluation

4 | loT platform 1 Documentation Management

5 | loT platform 1 Safety and Security Assessment

6 | loT platform 2 Human Resource Management

7 | loT platform 2 Configuration Management

8 | loT platform 2 Tools Selection and Evaluation

9 | loT platform 2 Documentation Management

10 | IoT platform 2 Safety and Security Assessment

loT platform N

Questions

6. What structure of SSMP has to be implemented?

7. What documents can be developed to supplement the
functional safety management plan, and in what cases it is advisable to
develop such documents?
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8. What structure should have Human Resource Management
Plan?

9. What part of the Human Resource Management Plan should be
developed during the preparatory work for the certification project?

10.List the components of the 10T system configuration.

11.What structure should have Configuration Management Plan?

12.What structure should have Tools Selection and Evaluation
Report?

13.What are the criteria for tools selection and evaluation?

14.What structure should have Documentation Plan?

15.What structure should have Safety and Security Audit Plan?
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Laboratory work 25.2

DEVELOPMENT OF IOT SAFETY AND SECURITY LIFE
CYCLE

Goal and objectives: The purpose of the laboratory work is to
study and research the structure of the Safety and Security Life Cycle
(SSLC).

Learning objectives:

— study the structure of the SSLC;

— study content of stages of the SSTC;

Practical tasks:

— develop the SSMP structure;

— develop content of stages of the SSTC.

Safety and Security Life Cycle

Existing standards do not describe a life cycle for IoT systems.
Thus, we propose interpretation of Safety & Security Life Cycle (SSLC)
based on requirements to critical programmable systems (see Fig. 2.1).
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Fig. 2.1 — V-shape Safety & Security Life Cycle
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The life cycle model includes the sequentially performed steps (in
the diagram, the steps are indicated by the names of the final
documents). For top-down branch details of design is performed from
system level to hardware and software parts. For down-top branch staged
integration with appropriate testing is performed before for software and
hardware parts, and after for programmed component and for system as
whole.

Requirements tracing

Requirements tracing is one of the processes of a wider area of
knowledge called Requirements Engineering. Requirements tracing is a
method for managing changing requirements and related artifacts.
Requirements tracing solves three main tasks:

—To ensure the implementation at the lower level of all the
requirements of the upper level,

— To prevent from undocumented functions appearing on the lower
level,

— To support testing of all requirements.

In the considered life cycle (see Fig. 2.1), requirements are traced
between design documents as follows. First, direct tracing of
requirements from SRS to SAD is performed. Then backtracking of the
requirements from SAD to the SRS is performed in order to make sure
that the SAD does not include extra functionality that is not documented
in the SRS. After SAD, the design process is divided into two streams,
which are Hardware Design & Software Design. Forward and backward
tracing is performed for both documents. Hardware Design includes
mainly drawings in which it is problematic to place tags, so the
Hardware Design Review Report is laid out under the tracing.

During testing, requirements tracing is done by extracting
requirements from project documents. For complicated projects, the
development of test documents can take place in two stages. First, a test
plan is developed, containing a list of test requirements, and then test
cases are developed for each requirement in the test specification. During
testing, direct tracing of requirements is carried out from the project
document to the test plans and specifications, and then to the testing
report. For testing by the method of seeding defects, the list of tests is
extracted from the FMECA report by analyzing self-diagnosed failures.
For a reasonable set of failures, a set of tests is made, on which
diagnostic functions are checked. Backward tracking is not critical here,
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because if additional tests are performed that are not due to project
documents, this will not affect safety and security.

Report

The report should contain: title page with the name of the
laboratory work; aim of the work; problem statement according to the
task; the progress and results of the study in graphical form; analysis of
the results and conclusions.

Tasks

1. Choice you task variant (Table 2.1).

2. Develop a structure of the SSLC.

3. Depending on task variant, develop stages of the SSMP which
are related to:

— Safety Requirements Specification (SRS);

— Review of the SRS;

— System Architecture Design (SAD);

— Review of the SAD;

— Hardware Design;

— Review of the Hardware Design;

— Failure Mode, Effect and Criticality Analysis (FMECA);

— Software Design;

— Review of the Software Design;

— Software Coding;

— Static Code Analysis (SCA);

— Software Testing;

— Fault Insertion Testing;

— Integration Testing;

— Validation Testing.

4. Depending on task variant, perform requirements tracing
between relevant SSLC stages.

Table 2.1 — Task variants

# Product name Process name

1 | 1oT platform 1 Safety Requirements Specification (SRS);
Review of the SRS;
System Architecture Design (SAD);
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Product name

Process name

Validation Testing

loT platform 1

System Architecture Design (SAD);

Review of the SAD;

Hardware Design;

Review of the Hardware Design;

Failure Mode, Effect and Criticality Analysis
(FMECA);

Software Design;

Fault Insertion Testing;

Integration Testing

loT platform 1

Software Design;

Review of the Software Design;
Software Coding;

Static Code Analysis (SCA);
Software Testing.

loT platform 2

Safety Requirements Specification (SRS);
Review of the SRS;

System Architecture Design (SAD);
Validation Testing

loT platform 2

System Architecture Design (SAD);

Review of the SAD;

Hardware Design;

Review of the Hardware Design;

Failure Mode, Effect and Criticality Analysis
(FMECA);

Software Design;

Fault Insertion Testing;

Integration Testing

loT platform 2

Software Design;

Review of the Software Design;
Software Coding;

Static Code Analysis (SCA);
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# Product name Process name

Software Testing.

loT platform N

Questions

1. Describe a structure of VV-shape life cycle.

2. What is a difference between software life cycle and loT
system life cycle?

3. What is a purpose of requirements tracing?

4. Which design and test documents have to be covered with
requirements tracing?
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Seminar 25.3

STUDY OF IOT VERIFICATION AND VALIDATION
METHODS

The purpose and tasks of the seminar: acquisition of knowledge
and practical skills on the work with review, analysis and testing technics
for 10T systems.

Training tasks:
— study of review and analysis methods;
— study of testing methods.

Practical tasks:

— conducting review and analysis of 10T hardware and software
components;

— conducting testing of 1oT hardware and software components.

Preparation for the seminar

Preparation for the seminar includes the following steps.

1) Obtaining (defining) the topic of the paper.

Themes of the paper may be formulated by students independently
based on descriptions of the following verification and validation
methods:

1. Review of the SRS.

. Review of the SAD.

. Review of the Hardware Design.
. Failure Mode, Effect and Criticality Analysis (FMECA).
. Review of the Software Design.
. Static Code Analysis.

. Software Functional Testing.

. Software Structural Testing.

. Fault Insertion Testing.

10. Integration Testing.

11. Validation Testing.

12. Penetration testing.

O©CoOoO~NOoO ok~ wiN
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2) Search for information on the paper of the abstract and its
preliminary analysis.

3) Development of the paper plan and presentation.

The plan of a typical paper includes:

— purpose and main tasks;

— analysis of the issue;

— the main part (the principle of the algorithm, modeling, research

results, advantages and disadvantages of the algorithm, examples

of application);

— conclusions;

— list of references;

— applications.

4) Writing the paper.

The paper should be 15-20 pages of A4 format (font 14.1,5 in.,
Field 2 cm), including title page, content, main text, references,
applications.

An obligatory appendix to the paper is presentation slides.

5) Preparation of the presentation.

The presentation should be done in PowerPoint and corresponds to
the paper plan (8-10 slides for 10 minute talk).

The presentation should include the following slides:

— title slide (university, department, discipline, topic of the report,

author, date of presentation);

— content (structure) of the report;

— relevance of the considered issues, the purpose and tasks of the

report;

— slides with the disclosure of the main content;

— conclusions;

— references.

The content of the slides should not contain parts of the text from
the paper, but includes the keywords, figures, and formulas.

The presentation

The presentation (report) is carried out at the seminar, it takes 15
minutes and includes the report (10 minutes) and discussion (5 minutes).
Languages of presentations and papers are Ukrainian or English.
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Evaluation

Assessment of this work includes:

— the quality of the text of the paper (form and content),

— presentation quality (content and design);

— the quality of the report (content, logical structure, conclusions);
— distribution of time by sections;

— completeness and correctness of answers.

Questions

1. Describe documents review method.
2. Describe static code analysis method.
3. Describe functional testing method.
4. Describe structural testing method.
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PCMS3.3. Assurance Case for loT
Prof., DrS. V. V. Sklyar (KhAI)

Laboratory work 26.1

SOFTWARE TOOLS FOR IOT ASSURANCE CASE
DEVELOPMENT

Goal and objectives: The purpose of the laboratory work is to
study and research structure and content of the Assurance Case for 10T
systems.

Learning objectives:

— study notation (GSN) for the Assurance Case;

— study the structure of the Assurance Case.

Practical tasks:

— develop parts of the Assurance Case using software tools.

Assurance Case concept

Final safety and security assessment is running after completion of
all development, verification and validation stages. In this section we
discuss how can all project artifacts be represented for safety and
security assessment, and what is the way to most effectively confirm
compliance with the safety and security requirements? The answer to
these questions is provided by the Assurance Case methodology, which
is widely used in the practice of safety and security assessment.

The Assurance Case is a structured set of arguments and
documentary evidence that justify the compliance of a system or service
with specified requirements.

Licensing and certification authorities check the Assurance Case,
as an integral document proving compliance with the entire set of
requirements to safety and security. The Assurance Case can be either
compiled by the project team or outsourced.

In justifying safety and security, we need to confirm the
compliance of a certain system or software with the requirements set. At
the same time compliance with a particular requirement is the goal of the
Assurance Case. In addition, there is a set of documented evidence that
requirements are met. To associate evidence with goals and
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requirements, an argumentation system is used, which is given special
attention in the Assurance Case (see Fig. 1.1). The lack of arguments or
evidence indicates a failure to comply with safety and security
requirements.

Safety Requirements & Objectives

(i

Safety Argument

.

Safety Evidence

Fig. 1.1 — Objectives, arguments and evidence of safety

The Assurance Case should be developed in stages throughout the
life cycle, starting from the first stage of the concept and contract. Then,
over the course of development, deviations from requirements can be
quickly identified and corrected with less cost. At the same time,
assessment of the implementation of both product requirements and
requirements for safety and security management processes is supported.

Goal Structuring Notation (GSN)

GSN (Goal Structuring Notation), like CAE (Claim — Argument —
Evidence) notation , operates with entities such as goal (indicated by a
rectangle and is analogous to a claim), argumentation strategy (indicated
by a parallelogram and is analogous to argument), and a solution
(indicated by a circle and is analogous to evidence) (see Fig. 1.2).

The context is used for informational support of goal setting.
Assumptions and justifications can be used to support argumentation.
The goal structure is also hierarchical. It should be noted that the GSN is
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described in the GSN Community Standard, and Structured Assurance
Case Metamodel is developed by Object Management Group.

Goal In context of ’@

Is solyed by

@‘ Ingcomtesiia strategy ;

Is solyed by

Goal In context of ’

Is spfied by Is solved by

Fig. 1.2 — Goal Structuring Notation (GSN) notation:
main components

Software tool Astah GSN

Astah GSN developed by Change Vision company from Japan.
The company was created in 2006. Astah GSN was developed as a part
of the Astah Professional toolkit, which is a media for complex systems
modeling.

As the name suggests, this program supports only GSN. In
addition, it can create Mind Map diagrams. In the graphical editor, you
can attach text and hyperlinks to graphic symbols. Charts are saved in
the internal format of the program (*.agml). It supports the export of
diagrams in the form of figures, as well as in the XMI format (XML
Metadata Interchange).

You can download a trial version of the software from the Astah
GSN website. Supported operating systems are Windows, MacOS, and
Linux. The trial version will work 50 days. User manuals and video
demonstrations are also available on the site (see Fig. 1.3).
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Fig. 1.3 — Astah GSN program interface

Fig. 1.4 represents a GSN diagram compliant with the top level of
functional safety requirements in accordance with IEC 61508. The
diagram is done in the Astah GSN environment. This diagram will be
used as initial for performance of the actual laboratory work.

G1

A product complies with

IEC 61508
G2 G3 G4 G5 G6
Functional Safety Functional Safety Safety & Security Life Safety measures values Countermeasures to
Management complies Assessment complies Cycle complies with comply with SIL3 avoid random and
with requirements with requirements requirements requirements systemstic failures are

implemented

l

[~ TR

/[

J T Ty

Fig. 1.4 — Template of an initial GSN diagram used for Assurance Case

development
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The goals G2-G6 (Fig. 1.4) are related with five the main groups
of functional safety requirements:

— G2 - requirements to functional safety management;

— G3 - requirements to functional safety assessment;

— G4 — requirements to functional safety life cycle;

— G5 —requirements to values of functional safety indicators;

—G6 — requirements to measures and techniques of functional
safety assurance.

Report

The report should contain: title page with the name of the
laboratory work; aim of the work; problem statement according to the
task; the progress and results of the study in graphical form; analysis of
the results and conclusions.

Tasks

1. Choice you task variant (Table 1.1).

2. Load and install the program Astah GSN.

3. Launch Astah GSN.

4. Develop an initial GSN diagram in accordance with Fig. 1.4.

5. Depending on task variant, develop solutions of GSN diagram
for 10T safety assurance.

6. Prove 10T system safety assurance and loT system compliance

with IEC 61508 requirements on the base of the developed Assurance
Case.

Table 1.1 — Task variants

# Product name Solution name

1 | 10T platform 1 G2 — requirements to functional safety
management

2 | loT platform 1 G3 - requirements to functional safety
assessment

3 | loT platform 1 G4 — requirements to functional safety life
cycle
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# Product name Solution name

4 | loT platform 1 G5 - requirements to values of functional
safety indicators

5 | loT platform 1 G6 — requirements to measures and
techniques of functional safety assurance

6 | loT platform 2 G2 - requirements to functional safety
management

7 | loT platform 2 G3 — requirements to functional safety
assessment

8 | loT platform 2 G4 — requirements to functional safety life
cycle

9 | loT platform 2 G5 — requirements to values of functional
safety indicators

10 | IoT platform 2 G6 — requirements to measures and
techniques of functional safety assurance

loT platform N

Questions

1. Define the Assurance Case methodology.

2. What is the history of the development of the Assurance Case
methodology?

3. What types of notations can be used to represent the Assurance
Case?

4. Give a description of the GSN notation.

5. What regulatory documents govern the GSN notation?

6. What software tools are used to support the Assurance Case
methodology?

7. What are the main disadvantages and advantages of applying
the Assurance Case methodology?
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8. What the basic structure of the Assurance Case for loT
systems?
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Laboratory work 26.2

SAFETY AND SECURITY TECHNIQUES AND MEASURES FOR
IOT SYSTEMS

Goal and objectives: The purpose of the laboratory work is to
study and research the safety and security techniques and measures for
loT syatems.

Learning objectives:

—study the organizational safety and security techniques and
measures;

— study the technical safety and security techniques and measures;

— study the techniques and measures for cyber attacks avoidance.

Practical tasks:

— implement the organizational safety and security techniques and
measures for 10T system;

—implement the technical safety and security techniques and
measures for 10T system.

— implement the techniques and measures for 10T systems cyber
attacks avoidance.

Safety and security techniques and measures Safety and
Security Life Cycle

Organizational safety and security techniques and measures
implemented for 10T systems include the following:

— project management;

— documents management;

— Safety and Security Life Cycle (SSLC) implementation;

—using best practices and standards for programming and system
and engineering;

— certified translators and compilers, code libraries and certified
software components

— quality control in the production of hardware components

—formal and semiformal notations to develop specifications and
design.

— asset management;

— risks, threats and vulnerabilities management;

— incident handling;

— training and awareness;
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— third party management.

Technical safety and security techniques and measures
implemented for loT systems include the following:

— redundancy;

— diversity;

— separation and independency;

— self-diagnostics;

— internal and external hazards protection;

— human factor engineering.

Special techniques and measures against cyber attacks avoidance
include the following:

— trust and integrity management;

— cloud security;

— business continuity and recovery;

— machine-to-machine security;

— data protection;

— software/firmware updates;

— access control;

— networks, protocols and encryption;

— monitoring and auditing;

— configuration management.

Tasks

1. Choice you task variant (Table 2.1).

2. Depending on task variant, analyses IEC 61508 and study
methods of random failures, systematic failures and software failures
avoidance:

— IEC 61508-2 (Annex A);

— IEC 61508-7 (Annex A);

—IEC 61508-2 (Annex B);

— IEC 61508-7 (Annex B);

— IEC 61508-3 (Annex A);

—IEC 61508-7 (Annex C).

3. Depending on task variant, analyses the ENISA report “Good
Practices for Security of Internet of Things in the context of Smart
Manufacturing” (Annex B) and study methods of cyber attacks
avoidance.

4. Describe implementation of the organizational safety and
security technigues and measures for 10T system.
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5. Describe implementation of the technical safety and security
techniques and measures for l0T system.

5. Describe implementation of the techniques and measures for
loT systems cyber attacks avoidance.

Table 2.1 — Task variants

# Product name Measures name

1 | loT platform 1 Organizational measures:

— project management;

— documents management;

— SSLC implementation;

—using best practices and standards for
programming and system and engineering.
Technical measures:

— redundancy;

— diversity.

Cyber attacks avoidance measures:

— trust and integrity management;

— cloud security;

— business continuity and recovery.

2 | loT platform 1 Organizational measures:

— certified translators and compilers, code
libraries and certified software components
—quality control in the production of
hardware components

— formal and semiformal notations to develop
specifications and design.

— asset management;

Technical measures:

— separation and independency;

— self-diagnostics.

Cyber attacks avoidance measures:

— machine-to-machine security;

— data protection;

— software/firmware updates.
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Product name

Measures name

loT platform 1

Organizational measures:

— project management;

— documents management;

— SSLC implementation;

—using best practices and standards for
programming and system and engineering.
Technical measures:

— redundancy;

— diversity.

Cyber attacks avoidance measures:

— trust and integrity management;

— cloud security;

— business continuity and recovery.

loT platform 2

Organizational measures:

—certified translators and compilers, code
libraries and certified software components
—quality control in the production of
hardware components

— formal and semiformal notations to develop
specifications and design.

— asset management;

Technical measures:

— separation and independency;

— self-diagnostics.

Cyber attacks avoidance measures:

— machine-to-machine security;

— data protection;

— software/firmware updates.

loT platform 2

Organizational measures:

— risks, threats and vulnerabilities
management;

— incident handling;

— training and awareness;

— third party management.

Technical measures:
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# Product name Measures name

— internal and external hazards protection;
— human factor engineering.

Cyber attacks avoidance measures:

— access control;

— networks, protocols and encryption;

— monitoring and auditing;

— configuration management.

6 | loT platform 2 Organizational measures:

— project management;

— documents management;

— SSLC implementation;

—using best practices and standards for
programming and system and engineering.
Technical measures:

— redundancy;

— diversity.

Cyber attacks avoidance measures:

— trust and integrity management;

— cloud security;

— business continuity and recovery.

loT platform N

Questions

1. Describe the organizational safety and security techniques and
measures for 10T system.

2. Describe the technical safety and security techniques and
measures for 10T system.

3. Describe the techniques and measures for IoT systems cyber
attacks avoidance.
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Seminar 26.3
STUDY OF GREEN ASSURANCE CASE FOR IOT

The purpose and tasks of the seminar: acquisition of knowledge
and practical skills on the work with Green Assurance Case for loT
systems.

Training tasks:
— study of methods for energy consumption reducing;
— study of Assurance Case development methods.

Practical tasks:

— conducting energy consumption analysis of loT hardware and
software components;

— conducting testing of energy consumption for loT hardware and
software components.

Preparation for the seminar
Preparation for the seminar includes the following steps.
1) Obtaining (defining) the topic of the paper.
Themes of the paper may be formulated by students independently
based on descriptions of the Green Assurance Case issues:
. Green ITs for sustainable development.
. Green IT principles.
. Temperature control techniques.
. Dynamic Voltage and Frequency Scaling (DVFS).
. Wireless Sensor Networks (WSN).
. Sensor Network as a Service (SNaaS).
. Energy consumption of 10T devices.
. Energy consumption of a data center.
. GREENSOFT model.
2) Search for information on the paper of the abstract and its
preliminary analysis.
3) Development of the paper plan and presentation.
The plan of a typical paper includes:
— purpose and main tasks;
— analysis of the issue;

OO ~NOoOo Ul WNPEF
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— the main part (the principle of the algorithm, modeling, research

results, advantages and disadvantages of the algorithm, examples

of application);

— conclusions;

— list of references;

— applications.

4) Writing the paper.

The paper should be 15-20 pages of A4 format (font 14.1,5 in.,
Field 2 cm), including title page, content, main text, references,
applications.

An obligatory appendix to the paper is presentation slides.

5) Preparation of the presentation.

The presentation should be done in PowerPoint and corresponds to
the paper plan (8-10 slides for 10 minute talk).

The presentation should include the following slides:

— title slide (university, department, discipline, topic of the report,

author, date of presentation);

— content (structure) of the report;

— relevance of the considered issues, the purpose and tasks of the

report;

— slides with the disclosure of the main content;

— conclusions;

— references.

The content of the slides should not contain parts of the text from
the paper, but includes the keywords, figures, and formulas.

The presentation

The presentation (report) is carried out at the seminar, it takes 15
minutes and includes the report (10 minutes) and discussion (5 minutes).
Languages of presentations and papers are Ukrainian or English.

Evaluation

Assessment of this work includes:

— the quality of the text of the paper (form and content),

— presentation quality (content and design);

— the quality of the report (content, logical structure, conclusions);
— distribution of time by sections;

— completeness and correctness of answers.
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Questions

1. What are the main disadvantages and advantages of applying
the Assurance Case methodology?

2. What role does the human factor play in applying the
Assurance Case methodology?

3. What the basic structure of the Assurance Case for loT
systems?

4. Which are the approaches to implement green technologies for
0T systems?
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PCM3.4. Security of 10T Based Blockchain Technology
DrS. V. V. Yatskiv, Ass. Prof., Dr. N. G. Yatskiv

Laboratory work 27.1

THE GENERATION AND RESEARCH OF HASH
FUNCTION FOR BLOCKCHAIN TECHNOLOGY

Goal and objectives: The purpose of the laboratory work is to
study and research the hash functions and Merkle trees.

Learning objectives:

- study the properties of hash functions;

- study different algorithms for hash functions calculation;

- study the Merkle tree structure.

Practical tasks:

- acquire practical skills in hash functions calculation using Python
libraries;

- acquire practical skills in using hash functions for data integrity
protection:

- create the Merkle tree and research of its effectiveness.

1.1 Hash Function

Hashing is the process of converting of arbitrary length input data
array into a (output) bit string of fixed length. For example, a hash
function can take a string with any number of characters (one letter or a
whole literary work), and at the output we get a string with a strictly
defined number of characters (digest).

Hashing is an irreversible mathematical function which relatively
easy calculated but it is much more difficult to find an argument using
the value of hash function (Figure 1.1).

Properties of the cryptographic hash function:

o input data can be of arbitrary size;

. output data has a fixed size;

o hash function is a one-way function, that is, a function
which is infeasible to invert;

. it is almost impossible to get the same hash values from
two different input value sets.
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Figure 1.1 — Hashing example

Practically all programming languages support hash functions
(often implemented via libraries). For example, they are used for the
implementation of hash tables and sets (HashMap / HashSet B Java, dict
and set in Python, Map, Set and objects in JavaScript, etc).

Secure Hash Algorithm (SHA). The National Institute of
Standards and Technology (NIST) has developed a SHA algorithm that
is included in the Secure Hash Standard (SHS) standard. NIST has
published SHA-1 in 1994. The SHA-2 algorithm family replaced SHA-1
by adding four additional hash functions to create the SHA family: SHA-
224 (224 bits); SHA-256 (256 bits); SHA-384 (384 bits); SHA-512 (512
bits).

SHA-2 is a more stable algorithm and it is increasingly being used
instead of MD5. SHA-256, SHA-384 and SHA-512 are the next
generation algorithms.

Cryptographic hash functions are developed and thoroughly
checked by researchers all over the world.

The Python Standard library includes a hashlib module that
contains an interface for the most popular hashing algorithms.

It is necessary to execute the following commands to view
available hashing algorithms in the hashlib module:

import hashlib

print(hashlib.algorithms_available)

print(hashlib.algorithms_guaranteed

The code works in Python 3.2 and newer versions. To start in
52



PCM3.4. Security of 0T Based Blockchain Technology

Python 2.x, remove algorithms_available and algorithms_guaranteed
calls.

Results:

print(hashlib.algorithms_available)

{'shal', 'shake_256', 'DSA', 'MD4', 'SHA384', 'blake2b’, 'SHA512",
'SHA224', 'dsaWithSHA', 'md5', 'dsaEncryption’, ‘whirlpool', 'DSA-
SHA\', 'sha384', 'sha3_224', 'SHAL', 'blake2s', 'md4', 'ecdsa-with-SHAL',
'sha’, 'SHA256', 'sha3_256', 'RIPEMD160', 'MD5', 'sha256', 'shake 128',
'ripemd160', 'SHA', 'sha3 512", 'sha224', 'sha512', 'sha3_384'}

We can use algorithms_available function to get the list of all the
algorithms available in the system, including those available through
OpenSSl. Duplicate algorithm names can be seen also.

By wusing algorithms_guaranteed function you can see the
algorithms present in the module.

print(hashlib.algorithms_guaranteed)

{'blake2s', 'shal’, ‘'shake 256', ‘'sha256', 'md5', 'shake 128’
'sha3_512', 'blake2b’, 'sha224', 'sha384', 'sha3_256', 'sha3_224', 'sha512',
'sha3_384'}

Source code for hash function calculation on Python [2]:

import hashlib
def hash_hex(message):
return hashlib.sha256(message.encode()).hexdigest()

hash_hex('Internet of Things’)

'49ea9bbbcc65f1f558ab947737belc471ff67312b5a3f1b52270d674
fccfeafb'

The hash_hex () function calculates the hash value for a string in
hexadecimal form. In the example below, the SHA-256 function is used.

The cryptographic hash function provides protection against
collisions (it is impossible to obtain two identical hashes at different
initial data) and has the avalanche effect, wherein if an input is changed
slightly the output changes significantly.

The avalanche effect in the SHA-256 hash function looks like this:

>>> hash_hex('Internet of Things')
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'49ea9bbbcc65f1f558ab947737belc471ff67312b5a3f1b52270d674
fccfeafb’

>>> hash_hex('Internet Of Things")

'4039809521288eb0b424bad91464e7a3d2c780fd92693722959bbc
531e4560df’

>>> hash_hex('Internet of things')

'd1fd0774e43dd7abf891c724fe3bbc5a9eec8a7flec421a81677d9ef
ed9h63c2'

Hash functions in the blockchain provide the "irreversibility" of
the whole transaction chain. The thing is, that each new transaction block
uses the hash of the previous block. The hash of the block depends on all
the transactions in the block, but instead sequentially transferring of
transaction hashes, these hashes are combined in one hash-value using a
Merkle tree. Thus, hashes are used to replace pointers in common data
structures: linked lists and binary trees.

Due to the use of hashes, the general state of Blockchain - all the
transactions that were ever performed and their sequence - can be
presented by single number: the hash of the newest block. Hash function
ensures the integrity of one block and the whole blockchain.

Salts are used to safeguard passwords in storage. A new salt is
randomly generated for each password. The salt value is appended to the
plaintext password and then the result is hashed, this is referred to as the
hashed value. Since salts are different in each case, they also protect
commonly used passwords, or those users who use the same password
on several sites, by making all salted hash instances for the same
password different from each other. The different hash values for two
identical passwords is shown in Figure 2. Both the salt value and hashed
value are stored in a database.

Let's consider an example.

Source code for the computation of hash value of password:

import uuid
import hashlib

def hash_password(password):
# uuid is used to generate a random number
salt = uuid.uuid4().hex
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return hashlib.sha256(salt.encode()+
password.encode()).hexdigest() + "' + salt

pass_new = input('Enter a password: ")
hashed_password = hash_password(pass_new)
print(hashed_password)

Enter a password: 123
8bb65c415c1a8ec4f3dabaladcal3ee012361adec633c4db7dad0bb9
€510440h:01a3bd%ea8624087a730e47c734be011

Enter a password: 123

f1a1243bf03f099d3f6b747b21317f3738b802eac9211f56a%aaeec3
94d77110:b0f7770999044b69b69e066ceele2817

In the example above, the hash values of the same passwords are
completely different, because the "salt" in each case is different.

The determined conditions for hash functions are often used in
Blockchain, for instance, hash sum must be less then defined value or it
must start from defined number of Zeros:
0000...009d2c44a674ca9s.......

Let us consider an example of hash sum computation that starts
from two zeros:

Source code for computation of the hash sum under specified
condition:

import hashlib
import time

#selecting hashing algorithm
hash256 = hashlib.sha256()

#searching for hash starting with ‘00" in hex

time_current = time.time()

mystring = "Internet of Things"

nonce=0

while True:
hash256.update(str(mystring+'nonce").encode())
hashed_bytes = hash256.digest()
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if (hashed_bytes[0] == 0):
time_end = time.time()
time_diff =time_end - time_current
print ('Nonce: '+str(nonce))
print ("Hash(Nonce): '+hash256.hexdigest())
print ('Seconds: '+str(time_diff))
#print (str(nonce))
#print (hashed_bytes)

break
nonce+=1

The result:

Nonce: 190

Hash(Nonce):
00ccf80ce32418ea3b6b0ef8c6898a6bf0a24912560ef0cdefa7f24e1b5290
17

Seconds: 0.0009989738464355469

To compute a hash function that starts from four zeros "0000" you
need to change the condition as follows:
if (hashed_bytes[0] ==0) & (hashed_bytes[1] ==0)

1.2 Merkle tree

A Merkle tree, also known as a binary hash tree, is a data structure
used for efficiently summarizing and verifying the integrity of large sets
of data. Merkle trees are binary trees containing cryptographic hashes.
The term “tree” is used in computer science to describe a branching data
structure, but these trees are usually displayed upside down with the
“root” at the top and the “leaves” at the bottom of a diagram, as you will
see in the examples that follow.

Merkle trees are used in bitcoin to summarize all the transactions
in a block, producing an overall digital fingerprint of the entire set of
transactions, providing a very efficient process to verify whether a
transaction is included in a block (Figure 1.2). A Merkle tree is
constructed by recursively hashing pairs of nodes until there is only one
hash, called the root, or Merkle root.
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The cryptographic hash algorithm used in bitcoin’s Merkle trees is
SHA256 applied twice, also known as double-SHA256.

When N data elements are hashed and summarized in a Merkle
tree, you can check to see if any one data element is included in the tree
with at most 2 -log- (N calculations, making this a very efficient data
structure.

block1 block2
Blocks Previous block: block0 Previous block: block1 [«
Merkle root: rootl Merkle root: root2

Merkle tree

Transactions \ Tx1 | | Tx2 | ‘ Tx3 ‘ ‘ Tx4 | | x5 | | Tx6 | ‘ Tx7 | | Tx8 ‘

Time

Figure 1.2 — Merkle trees in Bitcoin.

The Merkle tree is constructed bottom-up. In the following
example, we start with four transactions, T1, T2, T3 and T4, which form
the leaves of the Merkle tree, as shown in Figure 1.3 The transactions are
not stored in the Merkle tree; rather, their data is hashed and the resulting
hash is stored in each leaf node as Hr1, Hrz, Hrsand Hra:

Hr = SHA256(SHA256(Transaction T1))

The Merkle tree is constructed as follows:

1. The hash function of included in block transactions is
calculated: hash (T1), hash (T2), hash (T3) and so on.

The hash function of the transactions included in the block is
calculated: hash (T1), hash (T2), hash (T3) and so on.

2. Consecutive pairs of leaf nodes are then summarized in a parent
node, by concatenating the two hashes and hashing them together: hash
(hash (T1) + hash (T2)). Because the Merkle tree is a binary tree, it
needs an even number of leaf nodes. If there is an odd number of
transactions to summarize, the last transaction hash will be duplicated to
create an even number of leaf nodes, also known as a balanced tree. This
is shown in Figurel.4, where transaction T3 is duplicated: hash (hash
(T3) + hash (T3)).
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Merkle Root
Hr1234
Hash (Hr12+Ht34)

T

Hr12 Hrag
Hash (Hr1+Hr2) Hash (Hra+HT4)
Hr1 Hr2 Hr3 Hra
Hash (T1) Hash (T2) Hash (T3) Hash (T4)

Figure 1.3 — Merkle tree

3. The hash function of the sum of hashes is calculated. The
process continues until there is only one node at the top, the node known
as the Merkle root. That 32-byte hash is stored in the block header and
summarizes all the data in all four transactions.

Merkle Root
HT1233
Hash (Hr12+HT33)

Hr12 Hras
Hash (Htq+Ht2) Hash (Ht3+HT13)
HT1 Hr2 Hra \  Hra :
1
Hash (T1) Hash (T2) Hash (T3) ' Hash(T3) |
! 1

Figure 1.4 — Duplicating one data element achieves an even
number of data elements.

58



PCM3.4. Security of 0T Based Blockchain Technology

To prove that a specific transaction is included in a block, a node
only needs to produce log,(N 32-byte hashes, constituting an
authentication path or Merkle path connecting_the specific transaction to
the root of the tree. This is especially important as the number of
transactions increases, because the base-2 logarithm of the number of
transactions increases much more slowly. This allows bitcoin nodes to
efficiently produce paths of10 or 12 hashes (320-384 bytes), which can
provide proof of a single transaction out of more than a thousand
transactions in a megabyte-size block.

The efficiency of Merkle trees becomes obvious as the scale
increases. Table 1.1 shows the amount of data that needs to be
exchanged as a Merkle path to prove that a transaction is part of a block.

Table 1.1 — Merkle tree efficiency

Number of Approx. size Path size Path size
transactions of block (hashes) (bytes)
16 4 4 hashes 128
transactions kilobytes bytes
512 128 9 hashes 288
transactions kilobytes bytes
2048 512 11 352
transactions kilobytes hashes bytes
65535 16 16 512
transactions megabytes hashes bytes

The computational complexity of operations using the Merkle tree
is given in Table 2.
Table 1.2 — For a Binary Merkel tree

Operation Complexity
Space O(n)
Searching O(log n)
Traversal O(n)
Insertion O(log n)
Deletion O(log n)
Synchronization O(log n)

The recursive implementation of the Merkle tree used in bitcoin in
Python is described below [1, 3].
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The input of the function is a list of transaction hashes. At each
stage of the calculation, consecutive pair of hashes are summarized by
concatenating the two hashes and hashing them together with a hash
function; if there is an odd number of transactions to summarize, the last
transaction hash will be duplicated. The result is only one hash, called
the Merkle root.

import hashlib

def merkle_root(lst):

#

Bitcoin applies twice SHA-256 for hash concatenation and
changes the bytes order.

sha256d = lambda x:
hashlib.sha256(hashlib.sha256(x).digest()).digest()
hash_pair = lambda X, y: sha256d(x[::-1] + y[::-1])[::-1]
if len(lst) == 1: return Ist[0]
if len(Ist) % 2 == 1.
Ist.append(lst[-1])
return merkle_root([ hash_pair(x, y)
for x, y in zip(*[iter(Ist)] * 2) 1)

Furthermore, the hash trees are used for verifying the integrity of
data in file systems of distributed databases that allows the fast copy
synchronization and keys management. Git uses a generalization of hash
trees - directed acyclic graphs based on hashes. The hash trees in
Blockchain are used for performance increasing since they make it
possible the functioning of "light clients" that help users access and
interact with a blockchain in a secure and decentralized manner without
having to syncronize the full blockchain.

Report

The report should contain: title page with the name of the
laboratory work; aim of the work; problem statement according to the
task; the progress and results of the study in graphical form; analysis of
the results and conclusions.

Tasks
1. Investigate the time complexity of hash functions computing for
different IoT platforms (Table 1.3).
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2. Construct a Merkle tree with a specified number of transactions,
considering the number of transactions is (K + 20), where K is the
variant number.

2.1. Generate a specified number of transactions (random
characters sequence) for hashing and constructing a tree.

2.2. Compute the hash sum for each transaction.

2.3. Compute the hash sum for all concatenated hashes.

2.4. Investigate an influence of changing of one transaction on
Merkle tree.

2.5. Show the minimum number of hashes that need to be checked
to prove the presence of the specified transaction.

Table 1.3 — Tasks

Ne| Device type Hash function *k
1 | loT platform1 | SHA1L, SHA224, HA256, SHA384, SHA512 4
2 | loT platform 2 | SHAL, SHA224, HA256, SHA384, SHA512 6
3 | 10T platform 3 | SHA1, SHA224, HA256, SHA384, SHA512 8
4 | loT platform1 | SHAL, SHA224, HA256, SHA384, SHA512 1
0

I0T platform SHA1, SHA224, HA256, SHA384 n

*where k-is a number of leading zeroes in hash sum.

Questions

1. What are advantages of hash functions in the blockchain
technology?

2. What is "salt" addition?

3. Explain the "salt" adding for passwords storage.

4. Build a Merkle trees for odd and even number of transactions.

5. Explain how the number of transactions effects on Merkle tree
efficiency.

61




PCM3.4. Security of 0T Based Blockchain Technology

References

1. A.M. Antonopoulos. Mastering Bitcoin: Unlocking Digital
Crypto-Currencies. California, Sebastopol: O’Reilly Media, Inc., 2014.

2. Hashing Strings with Python.
https://www.pythoncentral.io/hashing-strings-with-python/  [July. 12,
2019]

3. Jimmy Song. Programming Bitcoin: Learn How to Program
Bitcoin from Scratch. O'Reilly Media: 2019, 322 p.

62


https://www.pythoncentral.io/hashing-strings-with-python/

PCM3.4. Security of 0T Based Blockchain Technology

Seminar 27.2
STUDY OF CONSENSUS ALGORITHMS IN IOT SYSTEMS

The purpose and tasks of the seminar: acquisition of knowledge
and practical skills on the work with consensus algorithms for Internet of
Things.

Training tasks:

— study of consensus algorithms;

— study of the basic properties of consensus algorithms;

— study of the consensus algorithms comparison criteria.

Practical tasks:

— implementation of consensus algorithms in an arbitrary
programming language;

— research of the characteristics of consensus algorithms;

— conducting analysis of consensus algorithms.

2.1. Preparation for the seminar:

Preparation for the seminar includes the following steps.

1) Obtaining (defining) the topic of the paper.

Themes of the paper may be formulated by students independently

based on the following sequence of keywords:

- methods, algorithms, technologies, (blockchain, Internet of
things, cryptocurrency);

- characteristics (Consensus method, Accessibility, Mode of
operation, Decentralization, Compute-intensive, Network-intensive,
Scalability, Throughput, Latency, Immutability, Faulty Replicas
Computing Power Stakes Computing Power, Privacy, Smart contract,
Currency, Tokens possible);

- design, development, implementation, testing,... ;

- application (cryptocurrency, Smart contract, Internet of things, ).

2.2 Examples of the paper themes:

1. Algorithm Proof-of-work (PoW)

2. Algorithm Proof-of-Stake (PoS)

3. Algorithm Delegated Proof-of-Stake (DP0S)
4. Algorithm Leased Proof-of-Stake (LPoS)
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5. Algorithm Proof-of-Capacity (PoC)

6. Algorithm Proof-of-Importance (Pol)

7. Algorithm Proof-of-Activity (PoA)

8. Algorithm Proof-of-Authority (PoAuthority)

9. Algorithm Proof-of-Burn (PoB)

10. Algorithm Ouroboros Proof-of-stake (PoS)

11. Algorithm Proof of Elapsed Time (PoET)

12. Algorithm Practical Byzantine Fault Tolerance (pBFT)

13. Algorithm Delegated Byzantine Fault Tolerance (dBFT)

13. Algorithm Proof-of-Value alternative (PoV)

14. Algorithm Stellar Consensus Protocol (SCP)

15. Tangle protocol

16. Blockchain types. Private Blockchains: Hyperled gerFabric,
Hyper ledger Sawtooth, Hyper ledger Indy

17. Blockchain types. Private Blockchains: Hyper ledger Iroha,
Hyper ledger Burrow

18. Blockchain types. Private Blockchains: IBM Watson loT

19. Blockchain types. Public Blockchains: Ethereum

20. Blockchain types. Blockchain Alternatives: Corda

21. Blockchain Alternatives: lota

2) Search for information on the paper of the abstract and its
preliminary analysis:

Search Engines: https://scholar.google.com.ua and etc., electronic
libraries: IEEE Xplore Digital Library
(https://ieeexplore.ieee.org/Xplore/home.jsp), Science Direct
(https://www.sciencedirect.com/),  scientific  journals, conference
materials and official developer sites.

3) Development of the paper plan and presentation

The plan of a typical paper includes:

- purpose and main tasks;

- analysis of the issue;

- the main part (the principle of the algorithm, modeling, research
results, advantages and disadvantages of the algorithm, examples
of application);

- conclusions;

- list of references;

- applications.
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4) Writing the paper

The paper should be 15-20 pages of A4 format (font 14.1,5 in.,,
Field 2 cm), including title page, content, main text, references,
applications.

An obligatory appendix to the paper is presentation slides.

5) Preparation of the presentation

The presentation should be done in PowerPoint and corresponds to
the paper plan (8-10 slides for 10 minute talk).

The presentation should include the following slides:

- title slide (university, department, discipline, topic of the report,
author, date of presentation);

- content (structure) of the report;

- relevance of the considered issues, the purpose and tasks of the
report;

- slides with the disclosure of the main content;

- conclusions;

- references.

The content of the slides should not contain parts of the text from
the paper, but includes the keywords, figures, and formulas.

The presentation

The presentation (report) is carried out at the seminar, it takes 15
minutes and includes the report (10 minutes) and discussion (5 minutes).
Languages of presentations and papers are Ukrainian or English.

Evaluation

Assessment of this work includes:

- the quality of the text of the paper (form and content),

- presentation quality (content and design);

- the quality of the report (content, logical structure, conclusions);
- distribution of time by sections;

- completeness and correctness of answers.

Questions

1. What is a consensus algorithm?

2. Explain the main consensus algorithms.

3. What are the consensus algorithms requirements for Internet of
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thing?

4. Explain the blockchain types, their advantages and
disadvantages.

5. The alternatives of blockchain.

6. What are the peculiarities of cryptocurrency for Internet of
things - IOTA?

7. What are the main characteristics of consensus algorithms
comparison?
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Laboratory work 27.3

BLOCKCHAIN-BASED PROTECTION OF VIDEO FILES
INTEGRITY

The aim of the laboratory work is to develop practical skills for
setting up and conducting experiments on the integrity of video files
protection using the Blockchain technology and Internet of Things.

Study tasks:

- exploring the structure of the blocks and the principles of their
formation;

- study of the basics of the blockchain technology in data integrity
protection systems.

Practical tasks:

- skills in work with video files and images using Internet of
Things devices;

- skills in building of the blockchain based systems;

- interpretation of the obtained results and recommendations for
choosing the most optimal operating modes of the video surveillance
system and storage options for the blockchain.

Preparation for laboratory work:

During the preparation for laboratory work it is necessary:

- to understand the goals and tasks of the work;

- to study the theoretical material given in this manual, as well as
in the works [1 - 4];

- toget video files using the Raspberry Pi camera (or another
device);

-to make conclusions about the computational complexity of video
files processing with different extensions.

1. Theoretical information
Connect and configure Raspberry Pi.
Before you start, you need to update the system:

sudo apt-get update
sudo apt-get dist-upgrade

The camera is connected to Raspberry Pi through a special
connector on the board and exchanges data via the CSI interface. The

67



PCM3.4. Security of 0T Based Blockchain Technology

CSI interface, unlike USB-cameras, requires less computational
complexity and allows to use the camera as efficiently as possible.

After connecting the camera to Raspberry Pi, enable camera usage
in the Paspberry OS Settings (Preferences ->RP Config -> Interfaces tab
-> enable Camera) (Figure 3.1).

Raspberry Pi Configuration = x

| System Interfaces ‘ Perfmmau@_mcalisation ‘
Camera: ) Disabled
SSH: (O Enabled  (® Disabled
VNC: ® Enabled O Disabled
SPI: O Enabled  (® Disabled
12C: (O Enabled  (® Disabled
Serial: (O Enabled  (® Disabled
1-Wire: (O Enabled  (® Disabled
Remote GPIO: (O Enabled  (® Disabled

Cancel OK

Figure 3.1 — Raspberry Pi Configuration

Once rebooted, the camera is ready to use.

There are following Raspberry Pi camera applications driven from
the command line:

raspivid - is the command line tool for capturing video with the
camera module;

raspistill - is the command line tool for capturing photographs with
the camera module;

raspiyuv - has the same set of features as raspistill, but instead of
outputting standard image files such as .jpg, it generates raw unprocessed
image files from the camera.
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To create a time-lapse video, you simply configure the Raspberry
Pi to take a picture at a regular interval, such as every minute, then use
an application to stitch the pictures together into a video.

All applications should run with specified parameters.

For a full list of possible options, run application with no
arguments:

raspistill
or run application with parameter --help:
raspistill --help

The examples of the use of standard applications:

By default, captures are done at the highest resolution supported
by the sensor. This can be changed using the -w and -h command line
options. Taking a default capture after two seconds (-t 2000, note times
are specified in milliseconds) at resolution 640 x 480 (-w 640 -h 480) on
viewfinder, saving in image.jpg:

raspistill -t 2000 -0 image.jpg -w 640 -h 480 -v

Commands -hf and -vfflips the preview and saved image
horizontally or vertically correspondingly:
raspistill -t 2000 -0 imagel6.jpg -w 640 -h 480 -hf -vf -v

Record a 10s clip with default settings (1080p30) and save file
video.h264 (-0 video.h264):
raspivid -t 10000 -o video.h264

Time-lapse Video.

The process of Time-lapse video creating consists of 2 stages. At
the first stage, a set of images is created with a given interval using the
raspistill command at the -o, -t and -tl parameters:

--output -0 - output filename <filename>. Specify the output
filename. If not specified, no file is saved.

--timeout, -t- time before capture and shut down.

The program will run for this length of time, then take the capture
(if output is specified). If not specified, this is set to 5 seconds.

--timelapse, -tl - timelapse mode.
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The specific value is the time between shots in milliseconds. Note
you should specify %04d at the point in the filename where you want a
frame count number to appear. For example:

-t 30000 -tl 2000 -0 image%04d.jpg

will produce a capture every 2 seconds over a total period of 30s,
named imagel.jpg, image0002.jpg...image0015.jpg. Note that the %04d
indicates a four-digit number with leading zero added to pad to the
required number of digits. So, for example, %08d would result in an
eight-digit number.

If the camera does not capture a shot, it will be skipped, then
message about the skipping frame will be generated: "Skipping frame X
to restart at frame Y" (Figure 3.2).

Figure 3.2 — Skipping frame X

In this case it is needed to:

- increase time between shots (frames) (-tl parameter);

usethe -md 1 command that sets a specified sensor mode 1,
disabling the automatic selection (possible values depend on the version
of the Camera Module being used [5]);

- use the —bm command, that enables burst capture mode;

For creating a video from many images, you will need to use a
Linux application called AVConv.
To install AVConv, run the following command:

Sudo apt-get install libav-tools
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AVConv application demands (needs) defined numbering of the
files.

In the case when you create a video from images the numbering
does not start with 0000 it is necessary to use the in dicessui table for
processing by avconv application.

Options:

-y -overwrites output files without asking;

-r n - where n is the number of frames per second, for example -r
10 - 10frames per second.

-i name - is the file that we want to convert, for example-
iimage%04d.jpg, where % 4dspecifies to use a decimal number
composed of four digits padded with zeroes to express the sequence
number.

-vcodec-chooses a video codec to use while processing the
conversion, for the codec H.264 it is “libx264”: -vcodec libx264 (to
show all codecs, you need to use option-codecs).

-g: v uses the option for quality scale '-gscale n', where n - is
between 1 (excellent quality) and 31 (worst quality).

-start_number start - specifies the number of the start frame for
starting, for example, image_0115.jpg, image_0116.jpg, image_0117.jpg
and etc., then start = 115: -start_ number115

More information you can find on the official page.
avconv -start_number115 -i image_% 5d.jpg -r 30 -vcodec libx264
-g: v 3 output.mp4

The usage of ffmpeg.
ffmpeg - is cross-platform open-source project consisting of a vast
software suite of libraries and programs for handling video and audio.

Options:

1) To display information about a video file, we can use the
command:

ffmpeg -ivideo.avi

2) Creating video from multiple images

ffmpeg -fimage2 -iimage% d.jpgvideo.mpg

The images of current directory (imagel.jpg, image2.jpg, etc.) will
be encoded to the video file video.mpg.
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ffmpeg -r 12 -y -i "image_% 010d.png" output.mpg

To set the video frame rate 12 we use the -r option before the
output file, the number after the % sign must be the same as the number
of digits in the image filenames, for example «image_% 010d.png»
provides the same filename length image 0000000001.png,
image_0000000002.png etc.......

3) Video conversion to images
ffmpeg -ivideo.mpgimage% d.jpg

The output directory will contain the files named imagel.jpg,
image2.jpg, etc.

The PGM, PPM, PAM, PGM, YUV, JPEG, GIF, PNG, TIFF, SGI
formats are also supported.

We will build a simple model to protect the integrity of images
using javascript to study the basic principles of Blockchain technology.
The "Naivechain" will be used as the basis for the blockchain. [2].

We will simulate the project to study and demonstrate the work of
Blockchain [3]. You can run the above mentioned project on Windows,
Linux, MacOS.

Firstly, you have to install 'node.js', 'npm' and ‘curl' on your
computer.

2. Blockchain simulation includes the following steps:

1. Check that git, npm, curl, node are installed. To do this, run the
following commands in your terminal or command line to verify that all
of the above mentioned components are installed on your computer.

node -v
npm -v
curl -V // v withcapson.

Example:
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E¥ Command Prompt - m} x

E:\>D:
D:\>cd Videoblockchain-master

D:\Videoblockchain-master>node -v
vi@.15.3

D:\Videoblockchain-master>npm -v
6.4.1

D:\Videoblockchain-master>curl -V // v with caps on

curl 7.55.1 (Windows) libcurl/7.55.1 WinsSSL

Release-Date: [unreleased]

Protocols: dict file ftp ftps http https imap imaps pop3 pop3s smtp smtps telnet tftp
Features: AsynchDNS IPv6 Largefile SSPI Kerberos SPNEGO NTLM SSL

D:\Videoblockchain-master>

2. Clone the "videoblockchain" from github [3].
2.1 Opengithub profile and select 'Videoblockchain'.
2.2 Click the green button 'Clone or download'.

3. Install the project on a local machine.
3.1 Create a directory for the project 'Videoblockchain' or use
any other name.
3.2 Dearchivate the downloaded file into created directory.
3.3 Open the terminal.
3.4 Open the project directory: Videoblockchain-master

Enter the command
npm install

to get npm packages.

Using the standard editor, open the 'main.js’ file and view the code.
The description of the code is given in [4].

The node opens two web servers. One is for the user control of the
node (HTTP server) and one is for Peer-Peer communication between
the nodes (websocket HTTP server).

4. Configure the connected nodes and main unit.
4.1 Set up the first node.
4.2 Return to the terminal, open the videochain directory and
enter:
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npm install

Save the image file in the directory: .. \ videochain \ myvideo
File name: myvideo.mp4

Or specify the file name in the index.js file

Let file Name ='myvideo.mp4'

In the terminal navigate to the project directory and enter:

node main

Example:

E¥ Command Prompt - node main - O *

D:‘\Wideoblockchain-master\videochain»cd ..

D:\Wideoblockchain-master:>node main
listening websocket p2p port on: 6881
Listening http on port: 3881

cnvnin the 'videochain' directory ffprobe.exe, ffmpeg.exe, fnode
.exe (1U| vvindows OS)

For MacOS, you need to install ffmpeg using the package manager
brew [6].

Launch a new terminal window and navigate to the 'videochain
directory and enter:
node index

Example:
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B Administrator: Command Prompt — [m] x
P

Screenshot is created: 17 "
Hash function for image has been generated #17: 1c553b59c¢e38789b6b264685bc182d3c7990ae87d741ac93838be0454514F55¢
Screenshot is created: 18

Hash function for image has been generated #18: f2d2e7b46054f72a0881872¢9e6e75af425c2¢c81ce@e@c89bfebage26bdd735
Screenshot is created: 19

Hash function for image has been generated #19: b964d65d6322083d1508df084721f6581974d6c47ffb703843d24e2edad8b802a
*all screenshots have been successfully created

“The process of constructing the Merckle tree has started

[ 'a7c606e89a452fc94633c38c1dade26283163438%a0d7f5ed8bod37b26773663",
'e5ddo6defbh638c18be51b25@517933c6@8c104053F365Fbd@38cTeab52fcodfs ",
'@6fd33d318cc2afOc163518F6203c30e6712dd35a2¢70c4f6d45a2126268FFc5",
'6cc18co83f04fd28ab289448812d998b757e0eBbe54a1ado66621a0bd8Fd13fE",
'd68eTabf7b93a12b%ac2db4d2733365c93294197e@573d6563dd2f827a027dcC ",

'898204d9d1e8ee552896F2fe12b83865bfda7bl1b48fc8cefa38d963ed7aaefa’
'67287cddfe55042284be8c488baB23e568b%90ac47835204296bd4d4e2a7537h"
"ebfe76ff077ca4162d2b8b6954111605282cF338e1e867008502dc652bcE8e2b”
'755de432fa2d323a6c210d@9374a28e4a262387al5dee2ac78d41cazbe8@3aal’,
'badcc5b63726917eca72c5dbed2effcadd2547%0ee6de6291a3b4b6b428c 736" |
"35a9¢196228a0e882567 fceeb35fbbcd8d57e1c52651bec2922e3F113be2543d”",
'80773f8ff4b1499c4847b2163082699b8c2ce8309ae3fba51c5704a823cobood ",
‘deaeslclfcddg7aed%efefo@addlal8edaabatbiBle7ddlebfa42fbdadeacebe’,
"c5fb726726F88c621F645443feb066325696cFabca2192168817F68235b7c36F ",
"fb61dfldedc®113c19dae7f2bf75bedsfdfefaffcfc@s5fdcad2fagdafab2ebf” |
'6912389F3636639ca49dcdbc092fSeelf427fb1962e53848d34F9170fc1bb76C ",
'5dfe057@22dfbfe@7cf3857327a92ffd@5cc5585eb55ac54128ea504d483¢73c ",
'218850d778db1884F1d5fd8e2ed9937880c18275F2¢ch7aB536c85acd2acdafed’ |
'ed2545c70103d73d6dBe447aa59534a0f5a3dca@58d2756c430ac79a6724e9f7 ",
"c253c865945a36dffc653eb52e649a5f6bacbldabd7fddcec3ccd8det24eatat” ]
'454bda3e6e2f125bd24664e3242b70easd2e088931T41a162973b0e@149daf1c" |

“The process of storing image
-The - "454bda3e6e2f125bd24664e3242b70eatd2e98893141a16203b0e0149daflc.txt’ file is generated

[*Recording of the video file root hash in blockchain
-Block is created

[*The process of removing screenshots has been started
-All files have been deleted

*The module for video interaction has completed

Start:- 1564388523612 End:- 1564388530094

D:\Wideoblockchain-master\videochain>

After launching the program, the first terminal window will look
like.

Example:
BE Command Prompt - nede main - O >
Listening http on port: 3881 ~

Received information 454bda3e6e2f125bd24664e3242b70ea5d2e988931f41a1629f3bBed149dat1c
block added: {"index":1,"previousHash":"816534932c2b7154836dabafc367695e6337db8a0218237
84c14378abed4f7d7", "timestamp":1564388530.187, "data": "454b4a3e6e2f125bd2466423242b76ea5
d2e98893ff41al1629f3beedl49datic”, "hash":"174a%9a59c6a28bed4esto9ebldfd3sd7a74dea37c5cbash
8ea2l565b116776771"}

5. Adding a new node.
Open a new terminal window, navigate to the project folder and
enter:

set HTTP_PORT=3002
set P2P_PORT=6002
set PEERS=ws://localhost:6001
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npm start
The result of the work is shown in the figure:

Example:
B npm - m| x

[=]

:\Wideoblockchain-master>set HTTP_PORT=3082

(=]

:\videoblockchain-master>set P2P_PORT=6802

[=]

:\Videoblockchain-master>set PEERS=uws://localhost:6881

(=]

:\videoblockchain-master>npm start

v

naivechain@l.®.8 start D:\Videoblockchain-master
> node main.js

listening websocket p2p port on: 68082

Listening http on port: 3882

Received message{"type":@}

Received message{"type":2,"data":"[{\"index\":1,\"previousHash\":\"816534932c2b7154836da6afc3
67695e6337db8ag921823784c14378abedaf7d7\ ", \"timestamp\" :1564388530.187,\"data\":\"454bdale6e2f
125bd24664e3242b70ea5d2e988931141a162973bBe@140dat1c\", \"hash\":\"174209a58c6a28bedde6T9ebldfd
36d7a74de837c5cbe@ob8ea21565b116776771\" 11"}

blockchain possibly behind. We got: @ Peer got: 1

We can append the received block to our chain

- "

The second node will listen to signals from other nodes on port
6002 and will listen to commands via the HTTP interface on port 3002.

This node will receive information from the first node through a
P2P connection through port 6001.

5.1 Adding a new node for MacOS

HTTP_PORT = 3002 P2P_PORT = 6002 PEERS = ws: //
localhost: 6001 npm start

6. Adding a new block.

Open the terminal and enter:

curl -H "Content-type: application/json” --data "{\"data\": \"
Internet of Things \"}" http://localhost:3001/mineBlock

Example:

D:/ATOSOPTOCKCPSTU-WSZ (6L /ATQE0CPSTUS ~

. /. TufeLusL of LpTuB2 /,}, PEEDIN\TOCSTUO2L1366T\WIUSETOCK
D:/ATQSOPTOCKCPSTU-WS2L6L/ATQE0CPITUSCALT -H ,COoufsur-fhbs:sbbrTcarTouyJzou, --qars {/,q9rs/

D: /ATOSOPTOCKCPITU-WS2L6L>CO ATQS0CPITU

D:/>Cq ATHSOPTOCKCPSTU-WSZL6L v

B WOLUILIZASEOL COUILISUY plowbE — [m] %

The result of adding a block.
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Main node:
Example:

& Command Prompt - node main

— O x

Received information  Internet of Things ~
block added: {"index":2,"previousHash":"174a9a59c6a28bed4e6f9ebldfd36d7a74dee37c5cbBob8ea21565b
116776771", "timestamp” :1564389281.385,"data":" Internet of Things ","hash":"dab&6782e417c21f%011
edf865f9e8bebB84a72actd5d280d09a9d79567dcbad39™}

Received message{"type":2,"data":"[{\"index\":2,\"previousHash\":\"174a9a59c6a28bedde6foebldfd3
6d7a74d@e37c5cb@9b8ea21565b116776771\ ", \"timestamp\":15642389201.385,\"data\":\" Internet of Thi
ngs \",\"hash\":\"dab6782e417c21f0@11edfB65f0e86e6@4a72acTd5d290d89a9d79567dcb4d30\"}]"}

received blockchain is not longer than current blockchain. Do nothing

- v

Second node.

Example:
B npm - O b4

listening websocket p2p port on: 6ee2

Listening http on port: 3ee2

Received message{"type":@}

Received message{"type":2,"data":"[{\"index\":1,\"previousHash\" :\"816534932c2b7154836dabafc36769
5e6337db8a921823784c14378abed4f7d7\ ", \"timestamph " :1564388530.187,\"data\": \"454b4a3e6e2f125bd246
64e3242b78ea5d2e98893ff41a1629f3bBed149dat1c\",\"hash\":\"174a9a59c6a28beddeb6f9ebldfd36d7a74de637
c5cbB9bBea21565b116776771\"}]"}

blockchain possibly behind. We got: @ Peer got: 1

We can append the received block to our chain

Received message{"type”:2,"data":"[{\"index\":2,\"previousHash\" :\"174a%a59c6a28bed4ebf9ebldfd36d
7a74d0837c5cb@9bBea21565b116776771\ ", \"timestamp\ " :1564389281.385,\"data\":\" Internet of Things
N\, \"hash\":\"dab6782e417¢c2119811ed 865708668427 2acTd5d208d@9a0d79567dcbad38\"}]"}

blockchain possibly behind. We got: 1 Peer got: 2

We can append the received block to our chain

You can also view the results of the execution in the web browser:
Example:

@®ain Pegarysatn Burnag |cropin  3aknagem  Incrpyment  Josigka

localhost:3001/blocks
& c & @ localhost 120% - v Mowyk b InmoD® & & =
£ Haiiinsw sigsigysani @) Mouatok poBotn B-tree / Xabp

[{"index":0,"previousHash":"0","timestamp":1465154705,"data":"my genesis
block!!","hash":"816534932c2b7154836da6afc3676956337db8a921823784c14378abed4f7d7"},
{"index":1,"previousHash":"816534932¢2b7154836da6afc367695e6337db8a921823784c14378abed4f7d7",
{"index":2,"previousHash":"174a%9a59c6a28bed4e6f9ebldfd36d7a74d0037c5ch09bBea21565b116776771",
Internet of Things

"."hash":"dab6782e417c21f9011edf865f9e86e604a72acfd5d290d09a9d79567dcb4d39"},
{"index":3,"previousHash":"dab6782e417¢c21f9011edf865f9e86e604a72acfd5d290d09a9d79567dcb4d39","
Internet of Things

"."hash":"20aceeeecc1d9a37eb6b9bc007bc205bb0cObiD14fbaa7ee51dd4dc849189389" | ]
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Report

The report should contain: title page with the name of the
laboratory work; aim of the work; problem statement according to the
task; the progress and results of the study in graphical form; analysis of
the results and conclusions.

Tasks

1. Record a video file with camera and Raspberry Pi (or get a
video file from the teacher).

2. Convert the video file into the frames (images) with FFmpeg or
another video converter.

3. Calculate the hash of each frame using SHA-256.

4. Construct a Merkle tree of calculated hashes.

5. Include the Merkle root in current block of the blockchain.

6. Modify any random frame.

7. Repeat paragraphs 3-5.

8. Compare the headers of the first and second Merkle trees.

9.Find a modified frame.

10. Carry out a simulation of the project of video files protection
using the project [4] in accordance with the recommendations contained
in the theoretical basics.

Questions

1.Explain the methods for the file integrity protection, their
advantages and disadvantages.

2.What are the benefits of the blockchain technology use for the
files integrity protection?

3.Explain the elements of the block header in blockchain.

4.How to calculate previous Hash?

5.Explain the command-line utilities for work with the camera on
Raspberry Pi.

6.What is ffmpeg?

References

1. AM. Antonopoulos. Mastering Bitcoin: Unlocking Digital
Crypto-Currencies. California, Sebastopol: O’Reilly Media, Inc., 2014.

2. A Dblockchain implementation in 200 lines of code
https://github.com/lhartikk/naivechain. [July. 29, 2019]
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3.Proof of Video Integrity Based on  Blockchain
https://github.com/vy22/Videoblockchain. [July. 29, 2019]

4. A-blockchain-in-200-lines-of-code-963cclcc0e54
https://medium.com/@Ilhartikk/ [July. 29, 2019]

5. Raspberry Pi Camera Module  https://www.raspberrypi.org/
documentation/raspbian/ applications/camera.md [July. 29, 2019]

6. Homebrew. The missing package manager for macOS (or
Linux) https://brew.sh [July. 29, 2019]

7. V. Yatskiv, N.Yatskiv, O.Bandrivskyi. “Proof of Video
Integrity Based on Blockchain”, in Proc. Advanced Computer
Information Technologies (ACIT), 2019 IEEESth International
Conference on, 2019, pp. 431-434.
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APPENDIX A

TEACHING PROGRAMME OF THE COURSE PC3 “DEPENDABILITY
AND SECURITY OF I0T”

DESCRIPTION OF THE COURSE

TITLE OF THE COURSE Code
Dependability and Security of loT PC3
Teacher(s) Department
Coordinating: Prof., DrS. V. V. Sklyar Computer Systems,
Others: Modules PCM3.4: DrS. V. V. Yatskiv, Networks and
Ass. Prof., Dr. N. G. Yatskiv (TNEU) Cybersecurity
Department (KhAI)
Cybersecurity
Department (TNEU)
Study cycle Level of the course Type of the course
PhD A Bounden
Form of delivery Duration Language(s)
Full-time tuition One semester English

Prerequisites

Prerequisites: Co-requisites (if necessary):
Foundation of Modelling; Computer
Systems and System Analysis, Computer
Networks, Reliability Theory

Credits of the Total student Contact hours Individual work
course workload hours
4 120 64 56

Aim of the course: competences foreseen by the study program

The aim of the course is to give understanding principles of operation the
dependable, safe and secure platforms and tools for 10T application. Relevant
knowledge is based on a study of the features and methods of information
models formation for loT-based devices and technologies for safety and
security. Obtained knowledge will allow choosing the means and technologies
for the development and implementation of dependable and secure loT-based
systems.
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Learning outcomes of course

Teaching/learning
methods

Assessment
methods

At the end of course, the
successful student will be able
to:

1. perform modelling of loT
systems dependability, safety and
security

Interactive lectures,
Learning in
laboratories,
Just-in-Time
Teaching

Course Evaluation
Questionnaire

2. perform quantitate and
qualitative analysis of measure of
10T systems dependability, safety
and security

Interactive lectures,
Learning in
laboratories

Course Evaluation
Questionnaire

3. apply methods of assurance of
10T systems dependability, safety
and security

Interactive lectures,
Learning in
laboratories

Course Evaluation
Questionnaire

4. develop safety and security
management plan

Interactive lectures,
Learning in
laboratories

Course Evaluation
Questionnaire

5. develop structure of safety and

Interactive lectures,

Course Evaluation

security life cycle Just-in-Time Questionnaire
Teaching

6. perform forward and Interaptlvg lectures, Course Evaluation
Learning in

backward requirements tracing

laboratories

Questionnaire

7. recognize review, analysis and
testing techniques

Interactive lectures,
Learning in
laboratories

Course Evaluation
Questionnaire

Interactive lectures,

8. analyse safety and security Learnmg_m Course Evaluation
laboratories, . .
management documents . Questionnaire
Just-in-Time
Teaching
9. define Assurance Case Interactive lectures, .
S Course Evaluation
methodology for loT safety and Learning in

security assessment

laboratories

Questionnaire

10. use software tools for

Interactive lectures,

Testing based on

Just-in-Time alternative method
development of Assurance Case .
Teaching of assessment
11. apply methods of assurance Interactive lectures, .
g Course Evaluation
of 10T systems safety and Just-in-Time ) .
. . Questionnaire
security Teaching
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12. understand how Blockchain

Interactive lectures,

Course Evaluation

technology can solve business Just-in-Time ) .
. Questionnaire
problems Teaching
13. Blockchain usage in the loT Intergctlv_e lectures, Testmg_based on
. Just-in-Time alternative method
projects .
Teaching of assessment
14. development of blockchain- Intergctlv_e lectures, Course Evaluation
. - Just-in-Time . .
based project for IoT protection. - Questionnaire
Teaching
15. Blockchain-based video file Intergctlv_e lectures, Course Evaluation
integrity protection Just-in-Time Questionnaire
gnty p ' Teaching
Time and tasks
Contact work hours for individual
work
E
Themes x S ¥
2l 5|8 |8 2
S S 13 e g = Tasks
g £ §51 8l g 8 3
2 2 E £9 g| g ®§ =
3 8/ 884 8| 28 2
1. Dependability and security | 2 2 416 | 1.5 Hardware
concepts for loT. and software
1.1. Taxonomy of safety of Arduino
and security requirements. platform.
1.2. Dependability, safety 1.6 Control
and security attributes logic
taxonomy. implementatio
1.3. Risk analysis n on the base
fundamentals. of Arduino
platform.
2. Dependability and safety 2 4 64| 25Il0T
models of 1oT. systems for
2.1. Reference safety and
architectures of Industrial security
loT. critical
2.2. Dependability and applications.
safety measures.
2.3. Failure Mode, Effect
and Criticality Analysis
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(FMECA) of 10T systems.

3. Security models for 10T, 2 3.5. Tools for
3.1. 10T systems dependability
architectures from security and security
outlook. modelling.
3.2. Security measures.

3.3. Threats and attacks
modeling for 10T systems.

4. Safety management 2 4.7 Project

requirements to loT. management.
4.1. Safety & security
management plan.

4.2. Human resource
management.

4.3. Configuration
management.

4.4. Tools selection and
evaluation.

4.5. Documentation
management.

4.6. Safety & security
assessment.

5. Safety and security life 2 5.5. Terms

cycle for loT. used in
5.1. Overall life cycle. requirements
5.2. Safety & security life engineering.
cycle: design top-down
brunch.

5.3. Safety & security life
cycle: integration down-top
brunch.

5.4. Requirements tracing.

6. Review, analysis and 2 6.7.

testing techniques for loT. Penetration
6.1. Documents review. testing.

6.2. Static code analysis. 6.8. Terms

6.3. Functional testing. used in

6.4. Code structural testing. software
testing.

7. Assurance Case 2 1.5. Software

fundamentals. tools for
7.1. Assurance Case Assurance
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concept and history.
7.2. Standards for
Assurance Case.

Case
development.

8. Safety and security 8.4.
techniques and measures for Techniques
loT. and measures
8.1. Claims, Arguments overview.
and Evidence (CAE) 8.5.
notation. Techniques
8.2. Update and application directed to
of Claims, Arguments and attacks
Evidence (CAE) notation avoidance.
8.3. Goal Structuring
Notation (GSN).
9. Security informed and 9.3.
energy efficiency informed Measurement
Assurance Case for loT of energy

9.1. Tools for development
of Assurance Case.

9.2. Assurance Case
structure for 10T systems.

consumption
for loT device
layer.

10. Bases of blockchain
technology and examples of
application

10.1 The principle of the
blockchain technology

10.2 Block structure and

10.4. Hash
Function
10.5.
Generating
Hash function
with specified

Merkle tree parameters
10.3 Blockchain and study the
cryptography time
complexity
11. Consensus algorithms in 11.4. Researc
blockchain technology h of
111 Proof-of-work consensus
algorithm algorithm for
11.2  Proof of Stake loT.
algorithms 11.5.
11.3 Blockchain technology Comparison
for the loT security of consensus
algorithm
usage for loT
systems
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12. Blockchain technology for | 2 4 64| 124.
the 10T security Blockchain
12.1 Blockchain and the based loT
loT security.
12.2 Benefits of Integrating 12.5.
Blockchain with 10T Blockchain
12.3 Main challenges of development
blockchain in loT and
12.4 Blockchain-based the simulation for
loT security solutions data integrity
protection
On the whole | 24 8 32 56
Assessment Weight| Deadli o
. Assessment criteria
strategy in % nes
Lecture activity, 10 7,14 85% — 100% Outstanding work, showing
including a full grasp of all the questions
fulfilling special answered.
self-tasks 70% — 84% Perfect or near perfect

answers to a high proportion of the
questions answered. There should be a
thorough understanding and appreciation
of the material.

60% — 69% A very good knowledge of
much of the important material, possibly
excellent in places, but with a limited
account of some significant topics.

50% - 59% There should be a good
grasp of several important topics, but
with only a limited understanding or
ability in places. There may be
significant omissions.

45% — 49% Students will show some
relevant knowledge of some of the issues
involved, but with a good grasp of only a
minority of the material. Some topics
may be answered well, but others will be
either omitted or incorrect.

40% — 44% There should be some work
of some merit. There may be a few
topics answered partly or there may be
scattered or perfunctory knowledge

across a larger range.
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20% — 39% There should be substantial
deficiencies, or no answers, across large
parts of the topics set, but with a little
relevant and correct material in places.
0% — 19% Very little or nothing that is
correct and relevant.

Learning in
laboratories

30

7,14

85% — 100% An outstanding piece of
work, superbly organized and presented,
excellent achievement of the objectives,
evidence of original thought.

70% — 84% Students will show a
thorough understanding and appreciation
of the material, producing work without
significant error or omission. Objectives
achieved well. Excellent organization
and presentation.

60% — 69% Students will show a clear
understanding of the issues involved and
the work should be well written and well
organized. Good work towards the
objectives.

The exercise should show evidence that
the student has thought about the topic
and has not simply reproduced standard
solutions or arguments.

50% — 59% The work should show
evidence that the student has a
reasonable understanding of the basic
material. There may be some signs of
weakness, but overall the grasp of the
topic should be sound. The presentation
and organization should be reasonably
clear, and the objectives should at least
be partially achieved.

45% — 49% Students will show some
appreciation of the issues involved. The
exercise  will indicate a basic
understanding of the topic, but will not
have gone beyond this, and there may
well be signs of confusion about more
complex material. There should be fair
work towards the laboratory work

objectives.
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40% — 44% There should be some work
towards the laboratory work objectives,
but significant issues are likely to be
neglected, and there will be little or no
appreciation of the complexity of the
problem.

20% — 39% The work may contain some
correct and relevant material, but most
issues are neglected or are covered
incorrectly. There should be some signs
of appreciation of the laboratory work
requirements.

0% — 19% Very little or nothing that is
correct and relevant and no real
appreciation of the laboratory work
requirements.

Course Evaluation | 60 8,16 The score corresponds to the percentage
Quest of correct answers to the test questions
Year No of Place of printing.
Author of Title periodical | Printing house or
issue or volume internet link
Compulsory literature
N. Leveson 2011 | Engineering a The MIT Press
Safer  World:
Systems
Thinking
Applied to
Safety
N. Mead, J. Allen, | 2008 | Software Addison-
S. Barnum, R. Security Wesley
Ellison, Engineering Professional
G. McGraw
A. Sajid, H.| 2016 | Cloud-Assisted | Volume 4 IEEE Access
Abbas, K. Saleem loT-Based
SCADA
Systems
Security: A

Review of the
State of the Art

and
Challenges

Future
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R. Natella, D. | 2016 | Assessing Volume 48, | ACM
Cotroneo, Dependability Issue 3 Computing
H. Madeira with  Software Surveys
Fault Injection:
A Survey
P.  Kuber, B. | 2016 | Future-proofing http://www.res
Russell, the Connected earchandmarke
S. Sundaram World: 13 Steps ts.com/blog/csa
to Developing s
Secure loT
Products
2015 | ISA/IEC 62443, International
Security for Society of
Industrial Automation
Automation and (ISA)
Control
Systems
2013 | ABB Safety https://library.e
Handbook. .abb.com/publi
Machine Safety €/6a43569b705
— Jokab Safety c4d8f94e1809f
products 4a620088/ABB
Jokab%20Saf
ety katEN13.p
df
2013 | A Guide to the Project
Project Management
Management Institute
Body of
Knowledge
(PMBOK
Guide),  Fifth
Edition
2014 | Syllabus: http://reqb.org/i
REQB Certified ndex.php/down
Professional for load/syllabi
Requirements
Engineering.
Foundation
Level, Version
2.1
2014 | Standard http://reqb.org/i
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glossary of
terms used in
Requirements

ndex.php/down
load/glossary

Engineering,
Version 1.3
2011 | Certified Tester http://www.istq
Foundation b.org/download
Level Syllabus s/syllabi.html
2014 | Standard http://www.istq
glossary of b.org/download
terms used in s/glossary.html
Software
Testing,
Version 2.3
2010 | IEC 61508, International
Functional Electrotechnica
safety of I Commission
electrical/
electronic/
programmable
electronic
safety-related
systems
2011 | Goal http://www.goa
Structuring Istructuringnota
Notation (GSN) tion.info/
Community
Standard
2015 | Structured http://www.om
Assurance Case g.org/spec/SA
Metamodel CM/
(SACM)
Christidis 2016 | Blockchains and |EEE Access http://ieeexplor
Konstantinos, Smart Contracts 4 (2016): e.ieee.org/stam
Michael for the Internet 9992-2303 " | p/stamp.jsp?arn
Devetsikiotis. of Things " | umber=746740
8
Dorri Ali, Salil S. | 2016 | Blockchain in . https://arxiv.or
Kanhere, Raja internet of arX|v_ o/ftp/arxiv/pap
Jurdak things: pripr!ritms ers/1608/1608.
Challenges and 8212/7 | 05187.pdf
Solutions. (2016).
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Bahga, Arshdeep, | 2016 | Blockchain Journal  of http://file.scirp.
Vijay K. Platform for Software org/pdf/JSEA
Madisetti Industrial Engineerin 201610281401
Internet of ang g 2798.pdf
Things. Applications
9.10 (2016):
533.
Lee Boohyung, | 2016 | Blockchain- The Journal DOl:
Jong-Hyouk Lee based secure of 10.1007/s1122
firmware update SUDErcomou 7-016-1870-0
for embedded tinp (201%)_
devices in an 1—196 '
Internet of '
Things
environment."
Antonopoulos 2014 | Mastering O'Reill https://books.g
Andreas M. Bitcoin: Media y oogle.com.ua/b
unlocking Inc." é014 00ks?hl=uk&Ir
digital o " | =&id=IXmrBQ
cryptocurrencie AAQBAJ&oi=
S. fnd&pg=PR4&

dg=Mastering+
Bitcoin&ots=9
AgWjgJpPW&
sig=zn4jOHp-

K14 3IL9msT
gMDIiPGQc&r
edir_esc=y#v=
onepage&q=M

astering%?20Bit
coin&f=false

N.G.Yatskiv, 2016 | Perspectives of | The http://nltu.edu.
S.V.Yatskiv the Usage of | Scientific ua/nv/Archive/
Blockchain Bulletin  of | 2016/26_8/59.p
Technology in | UNFU, vol. | df

the Internet of | 26, n.8, pp.

Things 381-387,
2016.  (In
Ukrainian)
V.Yatskiv, Proof of Video | Proc. https://ieeexplo
N.Yatskiv, 0. Integrity Based | Advanced re.ieee.org/doc
Bandrivskyi. on Blockchain Computer ument/8780097
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AHoTarris

AHOTALIA

YJIK 004.415/.416.052.056(076.5)=111

Cxusp B.B., fAuxis B.B., fukis H.I'. 'apanTo3matHicTs Ta 6e3mexa
cucteM iHTepHeTy peueit: I[lpaktukym / 3a pen. Xapuenka B.C. Ta
Cxisipa B.B. — MOH Vkpaiau, HamioHaibHUH —aepOoKOCMiYHMI
yaiBepcuteT iM. M. €. XXykoBcbkoro «XAI». — 98 c.

BuxiageHo marepiaiu npaktuyHoi yactiuau Kypey PC4 “Po3podOka
Ta BnpoBakeHHS [oT cucteM”, MiIrOTOBIEHOTO B PaMKax IPOCKTY
ERASMUS+ ALIOT * Internet of Things: Emerging Curriculum for
Industry and Human Applications” (573818-EPP-1-2016-1-UK-
EPPKA2-CBHE-JP).

HaBenena crpykrypa poOIiT 3 TepeBipKkH 3HaHb 3 KypCy,
BIJMOBIAHUN NMPAaKTUYHUN MaTepiall, MPUKJIaAd BUKOHAHHS 3aBJaHb Ta
KpHUTepii OliHIOBaHHSA. B mporeci HaBYaHHS HAaBOAATHCS TEOPETHUHI
aCIICKTU PO3pPOOKM Ta BIPOBA/DKCHHS HaIiiiHMX Ta Oe3neunux loT
cucteM. BHBYAIOTBCS OCHOBHI KOHIENI{ Ta MiAXOAM 0 PO3POOKH i
immiemenTamii IoT cuctem, Momeni juist HamgiiHocTi Ta Oe3mekm loT
IIPUCTPOIB TA CUCTEM.

[IpusHadeno g iHKeHEpiB, PO3POOHWKIB Ta HAYKOBIIB, SKi
3aiimMaroTbcs  po3poOkoro Ta BopoBakeHHsAM [oT  cucrem, s
acmipaHTiB yHIBEPCUTETIB, sIKi HaB4aloThcs 3a HampsiMamu [oT,
kibepOe3rmekn B Mepekax, KOMITIOTEPHHX HAyK, KOMITIOTEPHOI Ta
MIPOTrpaMHOI 1HXKEHepil, a TAKOXK AJIS1 BUKJIA1aviB BiAIOBIAHUX KypCiB.

bi6n. — 106, pucynkiB — 48, Tabmuip — 20.
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Abstract
ABSTRACT

UDC 004.415/.416.052.056(076.5)=111

Sklyar V.V., Yatskiv V.V., Yatskiv N.G. Dependability and
Security of IoT: Practicum / Kharchenko V.S. and Sklyar V.V. (Eds.) —
Ministry of Education and Science of Ukraine, National Aerospace
University “KhAI”, Ternopil National Economic University, 2019. —
98 p.

The materials of the practical part of the study course PC3
“Dependability and Security of IoT”, developed in the framework of the
ERASMUS+ ALIOT project “Internet of Things: Emerging Curriculum
for Industry and Human Applications” (573818-EPP-1-2016-1-UK-
EPPKA2-CBHE-JP).

The structure of work on verification of residual knowledge in the
discipline, the corresponding practical material, examples of tasks and
criteria of evaluation are given. In the learning process, the theoretical
aspects of dependability and security of loT-based systems are presented.
The basic concepts and approaches to development and implementation
of dependable, safe and secure IoT systems, models and methods for
dependability and security assurance and assessment of loT-based
systems are examined.

It is intended for engineers, developers and scientists engaged in the
development and implementation of of IoT-based systems, for
postgraduate students of universities studying in areas of IoT,
cybersecurity in networks, computer science, computer and software
engineering, as well as for teachers of relevant courses.

Ref. — 33 items, figures — 14, tables — 7.
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BJIOKYEIMH
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